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Abstract

A      ,    
             .
I  , G F  R P-B T 
             
          . T
        ( )  
       . T      
,  ,         
  . D   ,  A  
           , 
          
        .

T       P L -
,       , - 
 H       - -
  ,            -
. T  ,    -    -
, -, - ,     -
  -        
    . A     -
            
  -     .
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Chapter 1

Introduction

T       ,   .
S  ,         -   
          
 . D ,        
      . F   ,   
            
         , .., S  
  VB     .1 H,   ,
              . M
         -   
            
—     , . B        
         . T  
          . L  
CVE-2014-1266 (... A  )   :

if ((err = SSLHashSHA1.update(&hashCtx, &serverRandom)) != 0)

goto fail;

if ((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0)

goto fail;

goto fail;

... // Other checks

err = sslRawVerify(...);

...

fail:

... // Cleanup code

return err;

1A real bug that some software gurús claim is most likely caused by having a screensaver
enabled in the guest virtual machine. A dierent school of thought, however, believes the
issue comes from using VirtualBox’s bidirectional clipboard. None of these diagnoses have led
to a permanent solution, and the bug is still at large at the time of writing. Intrigued readers
can nd the entrance of the rabbit hole at https://www.virtualbox.org/ticket/20022.
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2 CHAPTER 1. INTRODUCTION

A            
    SSL/TLS ,    goto fail;
       sslRawVerify    - . T,
 ,          ,
   OS  OS    2014.

I,           
,   ,         .
I      ---    A
SSL/TLS             .

W      ? O  .

O      C  if   
   then      . B C    50
 ,              
. C          , 
,     ,       
C         ,      .

W   ,           
 . T          . T
      16:45   F, . W   
      . T     
           ,    
        M      , 
      . T       
    ,      
          . E 
 ,   . B (   )  ,
       . A   
 ,    .

H   ,     2   
            
. O        ,  ,
         /   .
E           ,   
        . H, 
        ( )  
. T       ,    
          
. I         
   ,        ,  
    —         
 . T          
           
    .

F          :   
24/7   ,        

2Assuming the reader is not a bot scraping this thesis to train an AI model.
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      . I  , , 
      . T     
   ,           
. T              ,
            
 . W   ,         
R P-B T (RPBT),      
   ?    ,   
            
, ..,          ; 
        ;    -
          ,
  . R        
            
       ,      
     .

A RPBT          
,           
   ?       . T
            
      ,     
     -  , ..,   
     . T     
    ,      
     . I  ,
          
            
        . T   
    (       )
,    ,         .

A  ,         
     - . T,    
         
,              :
         ,   M.
F,     ,       
         ,     
  :

1. R       , -
            -
   .

2. D         -
. T  ,    -    -
 , -, - ,   
   -     
       .
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3. D         - 
      . T   
   - .

4. D          --
-   PBT,     
           
.

Why Haskell? S-    H  
     . T   -
            
  , ..,        -
    . T      -
         ,  
    -   .

A   H       ,  
         
      .

Thesis Structure T    -  
 , ,       
 ,  S T (P I, III,  VII) 
P L (P II, IV, V  VI)    .
N,      ,      
, F 1        .

T            
,           -
   .

1 Fuzzing

F [1]           (..,
  [2])        
 . A          
    . T      :  
     ,       , 
        , ..,  ,
,      . T     
         , , 
     (..,      ). T, 
            
     . F 2    
  .

R-         
         [3]–[14].
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F 1: A         .

O            
      ,      
      . M,   
           
  [15],   .

• Mutational Fuzzers:       ( ) 
       . I ,
             ,
   . A        
             

S
U T

I
S

F

S

I

B
R

F 2: S     .
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     . W      
    ,       
           
      , ..,     .

• Generational Fuzzers:        
           
 . T         
     ,    
            
 . I ,        
     . H,    
          . A
,       , 
      .

I  ,       , 
P VII          
    —    . W   
          
- . T      
         . I , P I
      -  
          . T
         .

2 Property-Based Testing and QuickCheck

I            -
 ,           -
      . T       
           ?
T    ,  ,      
        . T   
          ,  
          , .., 
   ,   ,    - ,
. T,          
   . A  ,      
   R P-B T (RPBT).

I  H , QC [16]        .
O   K C  J H,    
             
       [17]–[25].

U QC        
:       . A
  ,        (  
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 )          
  . M,       
          -
-. F 3       . A
        , 
         -  
       [16], [26]. F ,  
          .

2.1 Testing Properties

O      QC   . T  ,
    H  reverse :: [Int] → [Int]  
  . W       , 
          , .., 
       . T     
   QC    H    
,         :

prop reverse ok :: [Int ] → Bool

prop reverse ok xs =
reverse (reverse xs) == xs

T,         
 QC  :

ghci> quickCheck prop_reverse_ok

++++ OK, passed 100 tests

W       QC   
 (xs)            
,   prop reverse ok  True    .

S         , QC   
        . F , 
           :

S
U T

QC

P/F

I

P

R
G

C

F 3: R P-B T  QC.
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prop reverse bad :: [Int ] → Bool

prop reverse bad xs =
reverse xs == xs

T       QC  :

ghci> quickCheck prop_reverse_bad

*** Failed! Falsifiable (after 3 tests and 1 shrink):

[0,1]

A      ,     
([0,1])   prop reverse bad     .

T ,          
         .

2.2 Random Generators

O             
           QC.
T     H   [27]. I , QC
  Arbitrary          :

class Arbitrary a where
arbitrary :: Gen a

shrink :: a → [a]

T         . F,
arbitrary          a. S
       Gen    
 . M, shrink :: a → [a]    
 (  a)       . T
            .

QC    Arbitrary     
   H . I ,    
    Arbitrary     . T ,
              
QC. H,         
   .

Algebraic Data Types H        
        . F , 
     HTML   H . F  ,
        :

data Html =
Text String

 Sing String

 Tag String Html

 Html :+: Html
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instance Arbitrary Html where
arbitrary = oneof

[Text ⟨$⟩ arbitrary
, Sing ⟨$⟩ arbitrary
, Tag ⟨$⟩ arbitrary ⟨∗⟩ arbitrary
, (:+:) ⟨$⟩ arbitrary ⟨∗⟩ arbitrary]

F 4: N̈ı -    Html .

T        : Text

   , Sing  Tag     HTML
, ,  (:+:)   HTML    .
T        (  
)          ADT   .
E             
 . F , Text      String,   
 (:+:)       Html. W 
 ,            
,  -   . T,   :

<html>hello<hr>bye</html>

       Html   :

Tag "html" (Text "hello" :+: Sing "hr" :+: Text "bye")

L,       Html   
      HTML :

simplify :: Html → Html

size :: Html → Int

T         . W 
, ,       ,    
     HTML      . T
      QC :

prop simplify :: Html → Bool

prop simplify html =
size (simplify html) ⩽ size html

H,          .
T     : QC      
 Html      . T  
,     - Arbitrary   Html  
 F 4 (      shrink). T 
  Html ,      Html  
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         . T -
        Html 
       Html .

A    Arbitrary , QC  
     Html .
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A ,       F 4  
 ,          
[28], [29]            —
      ! M    
T H [30],  H - ,  
            .

H,         
           F 4. T ̈ı
    ,  QC      
    —     
     . C,    
      ( )   :

Unbounded Recursion: E      , 
   F 4   . T    
            (
)      . T    
             
  ,     . F,
QC         —
    I-IV    .

Generation Parameters: T   F 4   
     . T     
         . I ,
           
         
 . QC      
      . H,    
 :         
           —
          . B  
    P II,         
   ,       
.

Abstraction Level: T       
 F 4         :
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     . I ,      
  (  - )    
             
,            
   .

O   ,         
           — 
           
,          
  . I  ,      
  -    . T,  
          
,            
     . T    
  P III,         
           
          .
L,  P IV         
        - . U
 ,          
        - .

4 Coverage Guided, Property-Based Testing

A  , P I-IV    ---  
        . T
         -  
  QC,        
       -  .

B      - ,   
QC          ,   
       . T  
     QC     . H,  
      (   )
          ,
 QC         . T   
 ,         
,        
            
- RPBT. C,      -  
    ,        
           
   —        
       .

I      QC,     
         :
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• Target code instrumentation:     
  . F ,        
             
   . T ,       
            .

• High-level, type-preserving mutations:   
           .
S    ,     
         
    -.

R          -
      RPBT. E   
      , .,    -
       [3], [4], [31]–[33]. M, 
    , -, -     
         .

T           
   . O  ,      
          ,   
     . O   ,     
             . I 
   ,         
    . F 5     
 .

T      L  .  
  C-G, P-B T (CGPT). I  
,       . C,
      ,     
, -          
. T   , P VII  MUTAGEN,   CGPT

S
U T

MUTAGEN

P/F

I

P

R
G

C

M
P

T

I

F 5: C-G, P-B T  MUTAGEN.
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         CGPT  
         
.

5 Domain-Specic Programming Language Tools

I     ,     
  ---  -  . T 
            
        .

5.1 Enhancing Embedded Domain-Specic Languages

E D S L (EDSL)     
       
   . I      ,
, -,   -,    , EDSL
      ( )       .
I  , H    EDSL     
   ,    do   
    EDSL.

D   , EDSL    . P
              
    . F ,    
            
 . U,       
    , GHC   . T,  ,
    H EDSL  ,     
-          
 .

T   , P V  BA,   
  GHC        
   EDSL . T     
(..,     )   EDSL ,     
       (  ← ). E 
EDSL    ( )      
 - ,        -
 .

W      BA     -
  EDSL   , .,  -
(            EDSL
),       ( EDSL    
 -   - ). M,  
 EDSL           -
 . I ,    BA   
        .
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U  BA ,      
           
    . I  ,     
          
     , ..,       
            
     [35]–[37]. I  ,   
 RPBT   MUTAGEN        
          EDSL  
        —    
   .

5.2 Weakening the Type System

C      ,      
 : EDSL   H -    -
 . P        
    ,     I-
F C       -  
        . T  
       ,      
     .

D   - , EDSL   -
        . F ,  
     ()    (..,
MAC, LIO, HLIO, .)  H      .
W         - -
         EDSL,    
    -     
     . W    --
          
  ,        -
  . T         
,          
    ,      
          —   
      .

T   , P VI  WRIT,  -  
 GHC           -
      . T     WRIT
 GHC           
 -   . I  , WRIT  GHC 
        . W 
, , -     , 
  ,       
. T      -   
    . I  , WRIT    
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          .
A,     EDSL      
 GHC      -  
       -   
 .

W           
  IFC    MAC       
       . I , 
           
    -,     
            
 P  E.

W            
           
 . F ,        ,  
          
     . T      ,
. T -        
         (   
)   [38], [39]. I ,     
        . T
           
WRIT ,      . T,  
            
        
        . W 
 -          
 MUTAGEN       
     .
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T           
    .

Paper I - QuickFuzz testing for fun and prot

G G, M́ı C, Agust́ın Mista  P B

Abstract

F            
      . O  , 
          ,    
 . O   ,    
      . U,  
             
        .

I  ,         QF,
    H        
  - ,    --  
.

U   , QF     
            -
-     H  . I 
 40      , ,  
  .

I ,   QF      
   -     
    .
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Contributions

T        CIFASIS-C 
C U  T. A́ı     
)         ,
          
     ;  )      
    ,     - 
        - .

M, A́ı        
   .

Paper II - Branching Processes for QuickCheck
Generators

Agust́ın Mista, A R  J H

Abstract

I QC (,  ,  ),     
   —     -
    (ADT). I  ,     
      ,     
   ( -)     
,          ADT.
U   ,      
        
    . W   H   
     DRAGEN      -
. W   ,   QC
         
   --- .

Contributions

T      A R. A́ı  
 )    -    
         ( 
  DRAGEN),  )       
 ,        
         - 
   .

T            
A  A́ı. J H       
.
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Paper III - Generating Random Structurally Rich
Algebraic Data Type Values

Agust́ın Mista  A R

Abstract

A         
(ADT)     . S---     -
       ADT . I
 ,         ADT,
          -
. H,        
ADT        . I  ,  
            
  . N,       
         ADT     -
. W   ,      ADT
   -    . U-
 - ,         
       . W   -
       .

Contributions

T      A R. A́ı 
    )        -
          -
  API   (    DRAGEN2); 
)         ,  
          -
     -  .

T            A-
  A́ı.

Paper IV - Deriving Compositional Random Gen-
erators

Agust́ın Mista  A R

Abstract

G           
. S---       
      ,     
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     . H,    
    ,       
            -
.

I  ,        
,            
     -  . O
         C   
   H. I ,    
         , 
          
    - . W     
,      - .

Contributions

T      A R. A́ı  
 )     ,  - 
-    H     
;  )     ,    
          .

T         A́ı. A
     .

Paper V - BinderAnn: Automated Reication of
Source Annotations for Monadic EDSLs

Agust́ın Mista  A R

Abstract

E D-S L (EDSL)      -
          -
  . I  , H        .
EDSL  H, ,        -
    ,       .
N        EDSL   
- ,           
     —     
   . S,   EDSL    -
             .

I  ,         EDSL
  do . T   -- ,
     GHC,    do    EDSL
          . W
        EDSL  



21

      . W  BA,  GHC
    ,      
- EDSL        
-         .

Contributions

T      A R. A́ı  
   )    BA    -
        A, K C
 J H;  )   ,   BA 
  - ,       
  .

T         A́ı. A
R      .

Paper VI - Short Paper: Weak Runtime-Irrelevant
Typing for Security

M́ı P́ G  Agust́ın Mista

Abstract

T    -       -
  -  . I  ,  -
   -,        
-        . I -
, ,        ,
          
    .

I     WRIT,     GHC H 
   -      -
. I , WRIT     
 ,           
   . T         
      ,     
.

M,            
         ,   
            
   .

Contributions

T      M́ı P́ G,  
        L-B S   A
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S. A́ı          
 WRIT GHC     .

T           M́ı
 A́ı.

Paper VII - MUTAGEN: Reliable Coverage-Guided,
Property-Based Testing using Exhaustive Muta-
tions

Agust́ın Mista  A R

Abstract

A-       
  - . T      
          .
U,        
      .

C-, -  (CGPT)    
    -  
  . A , CGPT     
  ,       .

W  Mutagen,  CGPT     
   . O     
             
. O    Mutagen    
CGPT         - .

Contributions

T      A R. A́ı  
   )       ,  
     A, K C  J H;
 )        ,  
      L L.

T            A-
  A́ı,     J, K  R
F.
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