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ABSTRACT

Large amounts of data are collected by IoT devices, and transmitted
wirelessly to cloud servers for aggregation. These data are often
sensitive and need to remain secret. Moreover, the employed servers
might be untrustworthy, and maliciously alter their results. To
address this, public verifiability must be provided, i.e., anyone can
check the result’s correctness. Nevertheless, any such protocol must
also cope with the limited battery capacity of the IoT devices.

We investigate the problem of verifiable, privacy-preserving
aggregation and how to accommodate the IoT energy-efficiency
requirements, in the context of a 5G wireless communication set-
ting. We revisit the verifiable additive homomorphic secret sharing
(VAHSS), which computes the sum of K sensors’ data. We propose a
threshold secure and private VAHSS protocol where only a subset
of the servers is needed for computing the sum. This sum is publicly
verifiable thanks to a proof created during the protocol. We provide
an energy efficiency analysis, including the trade-off between the
sensors’ transmitted power and the protocol’s failure probability
due to decoding errors in the wireless transmission phase.
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1 INTRODUCTION AND MOTIVATION

Future wireless communication networks are expected to support
services and applications where a huge amount of battery-limited
devices, sometimes referred to as IoT devices, connect wirelessly
to the network to transmit data during very short periods of time.
Due to their battery and power constraints, energy efficiency will
play a crucial role in the design of these wireless networks.

This is the case, for instance, in smart metering applications,
where sensors record data such as electricity consumption, and
transmit such information to electricity suppliers or other organi-
zations, which subsequently take actions based on the collected
information. These sensors are battery-limited and assuming that
they might be charged via a wired connection is unrealistic.

In this type of applications, preserving the privacy of the data
collected by the sensors is needed to avoid undesirable inference of
sensitive information. For example, suppose that an electricity sup-
plier is interested in detecting energy losses to adjust the electricity
production and provide better price packages than competitors. All
this information can be acquired by establishing direct communi-
cation links between the sensors and the electricity supplier. By
doing so, the electricity supplier would gain access also to sensitive
information about the individuals, e.g., how much time they spend
at home or which devices they use, which may result in potential
privacy issues. This implies that an electricity supplier should not
be able to see each sensor’s data in clear.

To summarize, in many applications as the one described above,
resource constrained devices need to aggregate their collected data
while, at the same time, keep the data private. To address this prob-
lem, we propose a privacy-preserving, cloud-assisted aggregation
approach, where multiple, possibly untrusted servers, perform joint
additions based on the inputs received from each of the sensors
(IoT devices). The use of multiple servers aims to avoid placing all
the trust into a single server, which might fail. Privacy and security
in the entire process is guaranteed by our proposed threshold ver-
ifiable additive homomorphic secret sharing (VAHSS) construction.
The term threshold refers to the ability of our proposed protocol
to work using only a subset of the available servers rather than re-
quiring all of them for the computations. This solution modifies the
VAHSS protocol, introduced by Tsaloli et al. [12], which is based on
homomorphic hash functions. Specifically, modifying certain algo-
rithms of their solution, our new protocol can perform a successful
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computation as long as a number of servers above a predefined
threshold, rather than all of them, participates in the computation.
In addition, by employing the proposed threshold VAHSS protocol,
we provide public verifiability guarantees: anyone is able to verify
that the result of the cloud-assisted aggregation is correct. Finally,
we analyze the power level at which the IoT sensors need to trans-
mit for the aggregation process to be executed successfully over a
wireless sensor network. Determining such power level is crucial,
since the IoT devices need to be operated in an energy efficient way,
to preserve their battery. The specific contributions of the paper
are summarized below:

e We propose a threshold VAHSS protocol that handles failure
or dropouts of servers. The standard VAHSS requires the
participation of all servers. Thus, it is not robust against
servers’ failures. On the contrary, our solution requires only
a subset of untrusted servers to provide the result of the
privacy-preserving aggregation and assure its correctness.

e We provide an analysis of the performance of the VAHSS
protocol in a wireless network scenario, where the sensors
are served by a 5G base station (BS) equipped with a large
number of antenna arrays. Using the framework recently
introduced in [10], we analyze the so called network avail-
ability, as a function of the transmit power used by each
sensor. The network availability is defined as the fraction of
sensor placements within a given area for which the average
probability that the VAHSS protocol fails is below a given
target, for a given power budget and latency constraints.
Using this performance metric, we characterize the energy
efficiency as a function of the threshold of the protocol.

Organization. Section 2 summarizes some background material.
In Section 3, we present the proposed threshold VAHSS protocol
and discuss how we may deal with malicious users’ inputs. In
Section 4, we describe the communication setup and provide the
theoretical framework used to assess the performance of the proto-
col in a 5G wireless sensor network. In Section 5, we provide some
numerical results. Section 6 reports the related work. Finally, we
draw some conclusions in Section 7.

2 PRELIMINARIES

According to the definition of verifiable homomorphic secret shar-
ing (VHSS) proposed in [11], a K-user, S-server, t-secure VHSS
scheme for a function f : X — Y, is a seven-tuple of probabilistic
polynomial time (PPT) algorithms (Setup, ShareSecret, PartialE-
val, PartialProof, FinalEval, FinalProof, Verify), which satisfy
correctness, verifiability, and security as defined below.

. Correctness: for any secret input x1, . . ., Xk, for all S-tuples
in the set {(share;s, ..., share;s), Ti}lel coming from the al-
gorithm ShareSecret, for all yy, . . ., ys computed by the algo-
rithm PartialEval, oy, . . ., ‘7|;<|1 computed by the algorithm
PartialProof, and for y and o generated by FinalEval and
FinalProof, respectively, the scheme should satisfy the fol-
lowing correctness requirement:

Pr [ Verify(pp,o,y) = 1 ] =1,

!k = i if partial proofs are generated by the users or, otherwise, x = j if they are

generated by the servers. Thus, |k| = K or |k| = S, respectively.
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where pp denotes any public parameters needed.

e  Verifiability: let T be the set of corrupted servers with |T| <
S (note that, for |T| = S, the verifiabililty property holds;
however, we do not have a secure system). Denote, by A, any
PPT adversary and consider K secret inputs xi,...,xx € F.
Any PPT adversary ‘A who controls the shares of the secret
inputs for any j, such that server; € T can cause a wrong value
to be accepted as f(x1, x2, . . ., xg ) with negligible probability.
We define the experiment Expx‘gisf's(xl, o xg, T, A):

1. For alli € [K], generate (share;i,...,share;s, 7;) «
ShareSecret(lA, i,x;) and publish z;.

2. Forall j, such that server; € T, give to the adversary the
shares (shareyj, . . ., shareKj)T.

3.  For each corrupted server; € T,
sary A outputs modified shares y;” and oy’. Sub-
sequently, for j, such that server; ¢ T, set
y;’ = PartialEval(j, (xij,...,xk;)) and o’ =
PartialProof(sk, pp, secrety,ues, k). Note that we con-
sider modified o}’ only when computed by the servers.

4.  Compute y’ = FinalEval(y’,...,ys’), i.e, the mod-
ified final result, and the modified final proof ¢’ =
FinalProof(pp, crl’, L O'I'k‘),

5 Ify" # f(x1,x2,...,xg) and Verify(pp,o’,y’) = 1,
then output 1 else 0.

We require that, for any K secret inputs x1, ..., xg € F, any

set T of corrupted servers and any PPT adversary A it holds:

the adver-

Pr[Expggisfs(xl, X2, ..., XK, T, A) = 1] < ¢, for some negligible ¢.

e  Security:let T be the set of the corrupted servers with |T| < S.
Consider the following semantic security challenge experi-
ment:

1. Theadversary A; gives (i, x;, x]) < A1 (11) to the chal-
lenger, where i € [K], x; # x] and |x;| = |x]].
2. The challenger picks a bit b € {0, 1} uniformly at ran-

dom and computes (share;, share;z, . . ., share;s, 7;) «
ShareSecret(14, i, ;) where the secret input is x; =
xi,if b =0
{ x/,otherwise
3. Given the shares from the corrupted servers T and
7;, the adversary distinguisher outputs a guess b’ «
D((Shareij)ﬂserverjeTv?i)~
Let Adv(1%, A, T) = Pr[b = b’] — 1/2 be the advantage
of A = {Ay, D} in guessing b in the above experiment,
where the probability is taken over the randomness of the
challenger and of A. A VHSS scheme is t-secure if, for all
T c {servery,...,servers} with |T| < t, and all PPT adver-
saries (A, it holds that Adv(lA, A, T) < &(A) for some negligi-
ble ().

3 THRESHOLD VERIFIABLE ADDITIVE
HOMOMORPHIC SECRET SHARING

In this section, we propose a method that achieves privacy-
preserving aggregation when multiple users outsource their inputs
to multiple untrusted servers. The method is based on the work
proposed by Tsaloli et al. [11], which provides VAHSS using homo-
morphic hash functions. With our proposed threshold VAHSS, we
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provide stronger fault tolerance and resilience guarantees, since
only a subset (threshold) of the untrusted servers need to participate
in the aggregation process. More precisely, denoting the threshold
by ¢, our proposed protocol requires ¢ + 1 out of S servers to suc-
cessfully perform the computation. This means that, even if some
of the servers drop or fail to collect all necessary values, our pro-
posed solution for privacy-preserving aggregation still works and
provides the sum of the collected data and a proof of correctness
of the sum. In addition, we address not only the possible malicious
behavior from the servers (publicly verifiable aggregation) but we
also investigate how we may avoid possible malicious behavior
from the users (e.g., possibly injection of wrong inputs to disrupt
the aggregation computation). Precisely, we suggest the employ-
ment of range proofs from the user side to avoid their potentially
malicious behavior and limit the range of acceptable inputs.

In the proposed threshold VAHSS protocol, K users (e.g., sen-
sors?) outsource the aggregation of their joint inputs to S untrusted
servers. Each sensor holds an input value x; that must remain secret.
Values related to these secret inputs—the so-called shares of the
secret inputs—are distributed to the S servers. Note that the shares
of the secrets reveal neither the secret itself nor sensitive informa-
tion about it. Each server is expected to perform computations on
those shares to provide some results (partial evaluations) needed
for the protocol. The goal is to compute the sum of the secret inputs,
namely to compute f(x1,...,xK) = x1 + ... + xg. This becomes
possible by utilizing values computed throughout the protocol by
the servers, without knowing the secret inputs but rather knowing
shares of them and values that come from suitable combinations
of the shares. Apart from the sum value of the sensors’ secrets,
denoted by y, the protocol provides a proof ¢ of the correctness of
y. An overview of the protocol setting is illustrated in Fig. 1.

.
— 0
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Figure 1: Overview of the threshold VAHSS setting

3.1 Threshold VAHSS Construction

In this section, we present the proposed threshold VAHSS construc-
tion. Considering the realistic scenario of servers failing (dropping
out) during the execution of the protocol, we suggest a solution
that addresses this issue and we show that it is correct, secure
and verifiable. We must highlight that even though [11] provides
a VAHSS construction using homomorphic hash functions, their

%In the rest of the paper, the words sensors and users are used interchangeably.
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solution requires all the S partial values for computing both the
sum y and the corresponding proof of correctness. Hence, it is not
robust against servers’ failures. The algorithms of the threshold
VAHSS construction are described below:

e ShareSecret. This algorithm takes as input the secret x;
that corresponds to the i-th sensor. Let F = Fp. Then,
for randomly selected values {a;};c(1,.. s} € F. a poly-
nomial p;(X) = x; + ;41X + a X%+ ..+ ar Xt of degree
t is formed. For distinct non-zero field elements 6;1, . . ., 0;g
and the “Lagrange coefficients" A1, . . ., A;js, it holds that for
any univariate polynomial p; of the presented form we have
pi(0) = 25:11 Aijpi(6ij). Note that the index i stands for each
sensor;. By definition, for any i € [K],A1j = ... = Apj = A;j
and for a given j € [S],0;; = = 0kj = ©j. De-
fine x;; = pi(©;) to be the share of the secret x; corre-
sponding to the server;. For a pseudorandom function (PRF)
F : {0,1}4 x {0,1}%2 — F, define R; = Fi(i, file;) for
a sensor’s key k € {0,1}"" and an input file; associated
with sensor; such that (i, file;) € {0, 1}2. Fori = K we
require F 5 Rg = g{)(N)[%] - Zf:_ll R;. Next, con-
sider the collision-resistant homomorphic hash function [13]
H : x — g* (with g a generator of the multiplicative group
of F) proposed by Krohn et al. [8]. Lastly, this algorithm
computes a value 7; defined as 7; = H(x; + R;). The output
of ShareSecret is (01, xj1), (02, xi2), . . ., (Os, x;5), T;).
PartialEval. For a given j as well as the K shares (x1}, x2;,
..., xg;) that correspond to it, the algorithm sums the shares
and produces x1j + ... + xgj = p1(©;) + ... + pg(0;) =
Zfil pi(®;) = y;. The output of PartialEval is y;.

o PartialProof. This algorithm takes as input the j-th shares
(x1j,x2j, - . ., Xk j) of the K secrets and, for the hash function
previously described, computes gzﬁl Yij = g¥ = H(y;) =
;. The output of PartialProof is o;.

FinalEval. For the selected threshold set of t + 1 servers
(w.Lo.g. we consider the first ¢ + 1 of them), given the par-
tial computed values y1, . . ., ys+1, this algorithm computes
Ayr+.. .+ Ajyre1 = Z}tz% Ajyj = y. The output of Final-

Eval is y.
¢ FinalProof. This algorithm requires threshold t+1 amount
of partial proofs o1, . . ., g5 to generate H]’:i o'jAj = o.The

output of FinalProof is o.

o Verify. Given the public values 71, .. ., 7x, a proof o and a
value y, the algorithm performs the following boolean check
for the described hash function H: ¢ = H£<=1 i A H1K:1 Ti =
H(y). The output of Verify is 1 if the check passes and, thus,
y is indeed the sum value, or 0 otherwise.

The algorithms of the protocol are executed by the different
participating parties to produce the sum value y and a proof ¢ that
certifies its correctness. More precisely, each sensor; holds a secret
input x; and executes ShareSecret to generate the necessary shares
that are distributed to each of the S servers. Each sensor publishes
also a value 7; that is needed later on for the verification. Next, each
server; executes both PartialEval and PartialProof to compute
and publish a partial value y; and a partial proof o}, respectively.
Note here that these values are generated using shares of the secret
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inputs from the sensors rather than the actual secret inputs. In
other words, the servers do not have access to the secret data of
sensors but only to shares of them that do not reveal sensitive
information about x;’s. Then, FinalEval requires a threshold of
t+1 amount of servers’ values to form the final sum y. Respectively,
FinalProof uses the same amount of servers’ partial proofs to
generate the final proof of correctness o that is to be used for the
verification. The algorithms FinalEval, FinalProof and Verify
are executed by any verifier that is interested in the result of the
computation. More precisely, the verifier uses y, o and the 7;’s
to execute Verify and check if those values match. If the check
succeeds the verifier gets the sum y, otherwise it rejects the result
of the computation. Note that, with respect to the work proposed
by Tsaloli et al. [11], to achieve a threshold construction, we have
modified i) the shares that every user generates in ShareSecret, ii)
how the FinalEval algorithm reconstructs the computed sum as
well as iii) how FinalProof generates the final proof that is used
for the verification. Our solution is correct, t-secure and verifiable.
Being correct means that it provides the sum value y such that
Yy = x1 + ...+ xg as expected. It is verifiable and, therefore, a
wrong value y’ fails to pass the protocol. Lastly, the t-security
of the protocol means that ¢ malicious adversaries which collude
are not able to break the protocol and get the secret inputs of the
sensors. Recall that ¢ + 1 servers are required for the aggregation.
Thus, only one of them needs to be honest.

CoRRECTNESs. To prove correctness, we need to show that:
Pr [ Verify(ry,...,1x,0,y) =1 ] = 1. By construction, we get:

t+1 t+1 K t+1
ZA]yj = ZAJ sz@]) = Z ZA]' -pi(0))
i= 1j=

1

1] Pz(el]) = ZPI(O) le

Next, for the final proof o, by construction, it holds that:

1]
iNgle Z
£M+

t+1 t+1 t+1

o= l_l rlH(yj)Aj = H(gyj J = r[gAij
j=1
= Tty See ) P
K K

and l_[ T = l_[gxi+Ri — gZ,K:l XigZ,K:l R;
i=1

i=1

= H(y)

_ g2 g SIS Rt _ g s PN S
= ngil Xi — gx1+"‘+xK see E:q. @ gy = H(y)
Therefore, we get that o = H{il i A ]_[i.r(=1 7; = H(y) holds.
Thus, Verify outputs 1 with probability 1, as expected. O

The t-security and the verifiability proofs follow from [11].

VAHSS against malicious users. Another aspect that can be incor-
porated in this protocol is that we can prevent malicious users from
disrupting the computed result with inputs that are not allowed. In
fact, it is possible to incorporate a proof of range [5] on the users’
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inputs in the VAHSS protocol to protect the computation from ma-
licious users. More precisely, each sensor; (user) that holds a secret
input x; can be expected to prove that its secret value lies in the
range [0, 2! — 1], where [ stands for the bit length of the range. Let
G be a cyclic group of prime order p, Z,, denoting the ring of inte-
gers modulo p, V be a Pedersen commitment and g, h be generators
of G. Then, the range proof system proves the following relation:

{(9.h € GV, I; xi,p €Zp): V = hPg*i Ax; € [0,2 1]}, (2)

Following the work of Biinz et al. [5], the relation (2) is transformed
to a single inner-product identity check. To generate this proof, the
prover, i.e., sensor; uses a non-interactive protocol that is secure and
full zero-knowledge in the random oracle model, using Fiat-Shamir
heuristic [3]. This protocol proves the required relation that assures
that x; is within the range, without revealing the secret input x;.
The prover, i.e., sensor; sends only 2 - [log, I + 4 group elements
and 5 elements in Z,. Therefore, sensor; may efficiently and non-
interactively provide a proof such that a verifier can confirm that
the input is within an acceptable range without seeing x; itself.

4 COMMUNICATION-THEORETICAL
FRAMEWORK

We consider the scenario depicted in Fig. 2 where K sensors are
served by a 5G BS equipped with M > 1 antennas. Such a setup is
commonly referred to as massive multiple-input multiple-output
(MIMO), and it is one of the main technological components of 5G.
Once a share transmitted by a sensor is received by the BS, it is
forwarded to the relevant server. We assume that the BS is a trusted
entity that always forwards the received shares to the correct server.
We also assume that the links between the BS and the servers are
error-free optical links and focus exclusively on the decoding errors
occurring in the wireless interface between sensors and BS.

.
—0

(()-

Server; % oo

Public Values

Server

Verifier

T - — ys
Sensor E —> 05

Servers

Figure 2: Integration of the threshold VAHSS into a 5G wire-
less sensor network supported by a Massive MIMO BS.

The sensors transmit their shares synchronously, starting from
the ones intended for servery, in different transmission rounds, for
a total of S rounds, when they transmit the shares intended for
serverg. In each transmission round, the received signal at the BS
contains the superposition of the shares sent from all the sensors.
Thanks to the large antenna array, the BS is able to separate the
information streams pertaining to different users by performing
simple linear processing operations [4].
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We assume that each share is encrypted, to guarantee security
in the wireless transmission phase. Indeed, the wireless channel is
accessible to any eavesdropper. Furthermore, each encrypted share
is embedded into a coded packet, to protect the share against errors
occurring in the wireless transmission phase, due e.g., to noise and
residual interference after linear processing.

To assess the performance of the threshold VAHSS protocol in
this scenario, we use the framework introduced in [10], which
provides a rigorous characterization of the coded-packet error prob-
ability, as a function of system parameters such as, e.g., transmit
power, transmission rate, number of BS antennas, and number of
sensors. Let this coded-packet error probability be €, which we shall
characterize shortly. Under the assumption that packet error events
are independent across transmission rounds, the probability Pe that
the threshold VAHSS protocol fails because of missing shares can
be upper-bounded as P, < ZE:S—t (f)(Ke)’ (3). In words, the term
Ke is an upper bound on the probability that at least one share is
decoded incorrectly in a given transmission round, resulting in a
server to be excluded from the cloud computation. Hence, (f) (Ke)"
is an upper bound on the probability that r servers are excluded
from the cloud computation.

To estimate €, we present a mathematical model of the commu-
nication links between the BS and a given sensor. We consider a
discrete-time complex-baseband equivalent of the channel input-
output relation and assume that each coded packet spans n discrete-
time channel uses. For a given arbitrary transmission round, the
received signal r[k] € CM at the BS at discrete-time k € [n] is mod-
eled as r[k]= Z{il h;q;[k]+z[k]. Here, h; € CM denotes the chan-
nel vector between sensor; and the BS. We use a spatially-correlated
Rayleigh-fading model [4], where h;~CN (01, R;) remains con-
stant for the duration of a packet transmission, but changes in-
dependently across transmission rounds. R; describes the spatial
channel correlation between sensor; and the BS antennas, which
we assume to be known at the BS [4, Sec. 2.2]. The vector z[k] € CM,
with independent and identically distributed (i.i.d.) elements dis-
tributed as CN(0, aﬁs), models the additive noise. Finally, q;[k] is
the k symbol of the coded packet transmitted by sensor;.

We assume that the first n;, > K symbols in each coded packet
are used to transmit pilot symbols used by the BS to estimate the
channels, whereas the remaining nq = n — nj, symbols contain the
data. The np-length pilot sequence of sensor; is denoted by the
vector ¢p; € C™. It is designed so that ||¢;]|? = np. We also assume
that the sequences used by the K sensors are mutually orthogonal.
We use minimum mean-square error (MMSE) channel estimation [4,

Sec. 3.2], for which the estimate h; of h; is given by
B,- = /pnpR;Q; (Vpil°t¢i) , where

% -1
— H 2
Qi =) PRl + oIy
i’=1

Here, ZPilot ¢ CMXny g the additive noise with iid. elements
distributed as CN(0, 0k2>s)'

We assume that the BS uses the channel estimates {ﬁl}{\i , to

separate the users via linear combining. Specifically, to recover

the signal transmitted by sensor;, it projects the vector r[k], k =
np + 1,...,n, onto the MMSE linear combiner u; given by u; =

K
Vpilot — \//3111¢T + Zpilot
> g i .
i=1
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K - /< \H -1 —~ K ot
(‘z hy (h,»/) + z) By, with Z = $5_, @y + Z 1y, where @; =
i'=1

pnpR;Q;R;. Let v[k] = ufr[k] and g = uf'h;. Then, we can express
vlk] as v[k] = gqi[k] + z[k], where z[k] = 2521’ i u?hirqir [k] +
u?z[k] contains the additive noise and the residual interference
from the other sensors after combining.

To obtain an estimate of the packet error probability, we assume
that the BS treats the channel estimate as perfect and the resid-
ual interference as noise by performing scaled nearest-neighbor
decoding. A random coding analysis, performed under the assump-
tions that the data symbols g;[k] are i.i.d. and follow a CN(0, p)
distribution, reveals that € can be upper-bounded as [10, Eq. (3)]

n

€ <Pr Z

k=np+1

©

2b -1
1s(qlk]. v[k]) < log| —
Here b is the number of bits needed to describe the encrypted share,
u is a uniformly distributed random variable on the interval [0, 1],
and

s [olk]1?

15(qlk], v[k]) = —s [o[k] - gglk]|* + ———
1+sp|gl

+log(1 +sp |§]2)

with g = u?ﬁ,—, and s > 0 being an optimization parameter that can
be used to tighten the bound.

5 NUMERICAL RESULTS

The simulation setup is based on the one used in [10] to assess
the performance of ultra-reliable short-packet communications
with massive MIMO. Specifically, the simulation setup consists of
a square area of size 500 m X 500 m containing K = 50 sensors
independently and uniformly distributed within the area at a dis-
tance of at least 5 m from the BS. The BS is placed at the center of
the considered area. We consider a horizontal uniform linear array
with M = 200 antennas and half-wavelength spacing. We use the
propagation parameters used in [10, Sec. IIL.D], which are inspired
by the 3rd generation partnership project (3GPP) nonline-of-sight
propagation model for 2 GHz carrier frequency [1, A.2.1.1.2-3].
To guarantee 128-bit security, we fix the size of the shares to
128 bits. Furthermore, we consider elliptic curve cryptography
(ECC) [7] as encryption algorithm, with the size of the underly-
ing field being roughly twice the security parameter. Thus, we
consider key size 256 bits [2], i.e., b = 256. For the transmission
over the wireless medium, we consider two different coding rates
R =b/nq = {1.28,0.64}, which yield nq = {200,400}, respectively.
We set the length of the pilot sequences ny, to be equal to the number
of sensors K. Hence, the coded packets have length n € {250, 450}.
The number of available servers in the network is S = 8. We
consider two possible values of the threshold VAHSS corresponding
to t={7, 5}. Note that =7 corresponds to the case where all servers
are required to participate in the cloud computation. We shall use as
a performance metric the network availability, which we define as
the fraction of random sensor placements for which the system error
probability Pe, averaged over the small-scale fading and the additive
noise, is below a given target denoted by Pe target. Mathematically,
the network availability is defined as = Pr [Pe < Pe,target] .Inthe
simulation, we set Pe target = 1072. In Fig. 3, we show the network
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Figure 3: Network availability n for Pe,targetzlo_z as a func-
tion of the transmit power p [dBm]. The BS, equipped with
M=200 antennas, serves a 500 m X 500 m area where there
are K=50 randomly placed sensors. The sensors use coded
packets of length n={250, 450} to send their b=256 encrypted
bits. Each coded packet contains a preamble of n,=50 pilots
symbols, used by the BS to estimate the channel.

availability achievable for the aforementioned system parameters.
To interpret the figure, suppose that we desire that our system
operates at a network availability equal to 90%. It follows from
Fig. 3, that, for n=250 and t=7, the sensors need a transmit power
of approximately 24 dBm. If we reduce the threshold parameter to
t=5, the required transmitted power can be lowered to 22 dBm. This
is expected. Indeed, for a given target error probability Pe target, by
reducing the number of t+1 servers needed to operate the protocol,
we increase the minimum coded-packet error probability € that
needs to be supported over each link according to (3). This translates
into a reduction of the required minimum transmit power. As shown
in Fig. 3, the required transmit power can be also decreased by
increasing the value of n for a fixed ny,, i.e., by increasing nq. Indeed,
by increasing nq, one can protect the information bits using a
stronger, lower-rate channel code, and hence, achieve the target
packet error probability using less transmit power. Specifically,
for n=450 and t=7, the sensors need to use a transmit power of
approximately 17.5 dBm. For n4=400 and t=5, the required transmit
power is approximately 15.5 dBm. Note, though, that the latency
associated with the wireless transmission of the shares is (roughly)
proportional to Sn. So, larger values of n result in larger latencies.

6 RELATED WORK

Privacy-preserving aggregation in sensor networks has received
significant attention in the literature [6]. However, existing work
has focused on centralized aggregation (i.e., a single server is em-
ployed for the aggregation process), while the verifiability property
(checking the correctness of the computed aggregation) has been
largely ignored. The key novelties of our proposed approach in
relation to the state-of-the art are: (i) decentralize the aggregation
learning, by employing multiple servers; (ii) integrate verifiability
(i.e., proof of correctness of the aggregation process); (iii) provide
transparency by allowing everyone to check the correctness of the
aggregation; (iv) achieve high privacy guarantees by avoiding any
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leakage of information from the sensors’ data; and (v) provide an
analysis of the energy efficiency of the proposed threshold protocol
in a 5G wireless sensor network. Previous approaches [9, 12] have
studied some of these problems in isolation, without examining the
extent of achieving all of them with optimal privacy, accuracy of
the aggregation process, and reduced communication cost.

7 CONCLUSIONS

We presented a threshold VAHSS construction that is fault tolerant
and provides strong resilience guarantees by allowing a subset
of servers not to participate in the cloud-assisted computation
of the protocol, whenever decoding errors occur in the wireless
communication phase. Our protocol still results in the sum value
y and in its corresponding proof of correctness. We proposed an
implementation of the protocol within the context of a 5G wireless
sensor network, and discussed its performance as a function of the
power budget of each sensor. More precisely, for a given power
budget and a given latency constraint, we analyzed the so-called
network availability, defined as the fraction of sensor placements
within a given coverage area, for which the average probability
that our threshold VAHSS protocol fails is below a given target.
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