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ABSTRACT Quantum key distribution (QKD) is regarded as an alternative to traditional cryptography meth-
ods for securing data communication by quantum mechanics rather than computational complexity. Towards
the massive deployment of QKD, embedding it with the telecommunication system is crucially important.
Homogenous optical multi-core fibers (MCFs) compatible with spatial division multiplexing (SDM) are
essential components for the next-generation optical communication infrastructure, which provides a big
potential for co-existence of optical telecommunication systems and QKD. However, the QKD channel
is extremely vulnerable due to the fact that the quantum states can be annihilated by noise during signal
propagation. Thus, investigation of telecom compatibility for QKD co-existing with high-speed classical
communication in SDM transmission media is needed. In this paper, we present analytical models of the noise
sources in QKD links over heterogeneous MCFs. Spontaneous Raman scattering and inter-core crosstalk are
experimentally characterized over spans of MCFs with different refractive index profiles, emulating shared
telecom traffic conditions. Lower bounds for the secret key rates and quantum bit error rate (QBER) due to
different core/wavelength allocation are obtained to validate intra- and inter-core co-existence of QKD and
classical telecommunication.

INDEX TERMS Quantum key distribution, spatial division multiplexing, telecommunications, communi-
cation system security.

I. INTRODUCTION

Over previous years, data traffic has been continuously expe-
riencing an exponential growth across the globe [1]. As one
of the key supporting techniques supplying enormous data
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traffic, optical communication has been focused on finding
innovative ways in order to unblock the potential transmission
bandwidth. However, fiber-optic networks are vulnerable to
eavesdropping. An eavesdropper with physical access to fiber
can retrieve a portion of the propagating signals just by
bending the fiber without being noticed [2]; depending on
the type of encryption, the data can be decrypted in principle
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by one eavesdropper equipped with a quantum computer,
without resorting to brute-force attacks. Quantum key distri-
bution (QKD), also known as quantum cryptography [3], [4]
has the potential to address this great security concern by
exploiting quantum physics principles. In a QKD system,
the secret keys are transmitted between the pair of sender
and receiver, Alice and Bob, in the form of quantum states
which are unclonable, showing that QKD is a promising
technique for cyber security. Since the first QKD protocol
BB84 [5], significant efforts have been made to develop secu-
rity proofs and experimental demonstrations. By now, there
are not only lab-based demonstrations, but also real-world use
cases have been reported in installed fiber infrastructure [6],
[7], free-space links [8], [9] and satellite links [10]. Dynamic
end-to-end key exchange was also recently demonstrated in
a QKD secured network [11], showing its potential to secure
the future communication networks [12].

In a QKD system, information can be either encoded in
the polarization or phase of single-photon states, namely,
discrete-variable QKD (DV-QKD), or in the quadrature of
the quantized electromagnetic field, namely continuous vari-
able (CV-QKD). DV-QKD has morecomplete security proof,
while CV-QKD can be implemented by using mature tele-
com equipment [13]. In addition, compared to CV-QKD,
DV-QKD is able to reach much longer transmission distances.
In practical implementation, extremely faint optical pulses
are required to be handled by a distant pair of clients regard-
less which type of QKD system is deployed. Considering
the high cost of fiber deployment, coexistence of quantum
and high-speed data channels in the same fiber is highly
desirable. However, classical communication over a shared
optical network infrastructure tends to create noise into the
quantum channel, jeopardizing the QKD system performance
or even leading to its outage.

QKD signals and classical signals can co-exist in wave-
length division multiplexing (WDM) architecture [14]-[19].
They can be allocated either in different bands [14], [17],
[18], or together in the C-band [14], [15], [18], [19]. Among
those band allocations, the C-band is beneficial [19] for both
QKD (in terms of low loss and, thus, longer transmission
distance and higher key rate), and the classical data chan-
nels, taking advantage from mature transponders and devices.
However, the dense wavelength allocation either limits the
injection power of the classical channel to a low level [16],
which might affect the communication performance of the
high-speed data transmission; or requires sophisticated phase
filtering techniques rather than commercial devices [14].
Moreover, due to the wavelength dependence of the channel
noise, complex channel resource allocation algorithms might
be needed in a dynamic scenario to allow the successful secret
key distribution [6].

Spatial division multiplexing (SDM) uses the multiplicity
of space channels to increase capacity for optical com-
munications and to keep up with the enormous traffic
demand [1]. SDM transmission media, represented by mul-
ticore fiber (MCF), along with higher capacity for data
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communication [21]-[23], also provides natural isolation
between the adjacent spatial channels. It provides a good
alternative for the compatibility of QKD with high-speed
classical communication, allowing for higher aggregated
key rate and co-existence capacity. Moreover, colorless
transceivers for telecommunication can be used in SDM to
eliminate the need for WDM transceivers regardless of pro-
tocols being used. The first realization of QKD and classical
data channels over SDM system was reported in [24]. In a
7-core MCEF, 5 of the outer cores are assigned with 10-Gbps
signals on the same wavelength while the center core is dedi-
cated to the quantum channel. The 5 nm spectrum spacing is
reserved as a guard band between data channel and quantum
channel and no detrimental effect on the QKD performance
was observed. Recently reported in [25], 370 Gbps aggre-
gated classical data co-existing with 65 Mbps aggregated
secret key was realized by parallel transmission over a 7.9 km
long, 37-core heterogeneous MCF. Practical fabrication of
such a heterogenous MCF is much more difficult than homo-
geneous MCEF, since different cores have distinct configura-
tion parameters. It is also reported that when the quantum
channel uses a dedicated core of MCF, network operators can
avoid the noise generated by inter-core crosstalk by assigning
the wavelengths lying in the guard-band between the classical
data channels to the quantum signals [26]. This wavelength
allocation strategy can be used to solve the problem of
multiplexing of quantum and classical channels and avoids
introducing new components for the classical communication
channels. More details on experiments merging SDM and
QKD can be found in [27].

A theoretical model of QKD over MCF links was reported
in [28], mainly focusing on the inter-spatial channel noise.
However, the intra-spatial channel noise (in particular with
wavelengths carrying high-speed data rather than just a single
quantum channel are assigned in the same core) was not
investigated yet. In this paper, based on the experimental
characterization in [29], we 1) report the analytical models
of the two main noise sources in MCF fibers for QKD, i.e.,
inter-core crosstalk (XT) and intra-core spotaneous Raman
scattering (SRS); and 2) provide a lower-bound estimation
for the QKD link performance over two types of SDM
fibers, considering both intra- and inter-core coexistence with
high-speed data channels.

Il. SDM TRANSMISSION MEDIA

To be more attractive than parallel single mode fiber (SMF),
the lower skew (the spread of propagation delays) among
different spatial channels in SDM fiber can be exploited for
greater efficiency from hardware sharing to joint process-
ing [30]. Intensive research activities on SDM technologies
have been initiated to support Peta (10') bps data trans-
mission per fiber [31]. The potential technological SDM
approaches are ultimately defined by fiber designs. A spatial
element in SDM fiber can be a core, a mode, and their com-
bination. For the early stage adoption of SDM fibers, uncou-
pled or weakly coupled homogeneous single-mode fibers are
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TABLE 1. Parameters of two types of MCFs.

TA-MCF NT-MCF
Core diameter 8.7 um 8.7 um
Core pitch 41.1 um 41.1 um
Trench diameter 13.5 um -
Cladding diameter 150 pm 150 pm
RI* of each core 1.4639 1.4639
RI of cladding 1.4591 1.4591
RI of the trench 1.4496 -
Attenuation 0.2 dB/km/core 0.2 dB/km/core
Chromatic dispersion 16 ps/nm/km 16 ps/nm/km

*RI: refractive index

practical options thanks to their compatibility with the current
infrastructure and ease of fabrication. In this paper, we con-
sider homogenous MCF, where each core is single-mode and
has the same configuration parameters. In principle, each of
the fiber cores in MCF can act as a separate waveguide so
that light can independently propagate through those cores.
However, there can be some mode coupling between the cores
if the distance between adjacent cores are too small so that the
corresponding mode fields have a significant spatial overlap.
By giving an extra trench around the normal step index core,
strong mode confinement can be realized. Therefore, cou-
pling effect and inter-core XT can be suppressed. Separated
by the trench in the refractive index profiles, MCF can be cat-
egorized as trench-assisted (TA-MCF) and untrenched MCF
(UT-MCF). In this work, we use a span of 2.5 km 7-core
TA-MCF and UT-MCEF fabricated by the same manufac-
turer, to analyze the system performance in terms of QKD
co-existing with classical communication. The fiber cross-
section has one central core and the other six cores aligned in
a hexagonal pattern. The parameters of the MCFs considered
in this paper are listed in TABLE 1.

lll. METHODOLOGY
We investigate the telecom compatibility of QKD classical
transmission over MCFs by:

1) First, recording the photon leakage coming from the
classical channels located at different wavelengths
and/or cores into the quantum channel;

2) Adding the measured photon leakage to the total noise
of a QKD system (using [32] as the theoretical model
and detection parameters from [33] for a reference sys-
tem as a benchmark), and, then, calculating the lower
bound for the secret key rate (SKR) shared between
the sender (Alice) and receiver (Bob) after the post-
processing; and

3) Finally estimating the SKR and quantum bit error
rate (QBER) as a function of transmission distance,
taking into account the characterized noise.

A. QKD SYSTEM MODEL

A basic QKD system consists of the source, channel and
detector [32]. The overall transmittance 7, describing the ratio
of the photons transmitted by Alice and successfully detected
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by Bob, can be written as:

1N = tABNBob> (D

where #4p is the channel transmittance and 7p,p is the effi-
ciency of Bob’s receiver. The latter can be expressed as the
product of transmittance of optical components, ¢p,p, and the
single-photon detector efficiency, 14, i.¢.,

NBob = !BobNdet- 2)

For a fiber based QKD system, the channel transmittance is
mainly determined by the loss, expressed as:

tap = 1079L/10) (3)

where « denotes the attenuation in dB per unit of length, and
L is the fiber transmission distance. Note, that in practical
systems coupling loss due to connectors/splices should also
be included in £4p.

B. SECRET KEY RATE AND QBER
Considering the infinite decoy states technique [33] applied,
the SKR can be expressed as:

SKR = Q1 [1 — Hy (e))] — O (E) Hy (E) , “

where Q is the probability of a single-photon pulse sent by
Alice and being detected by Bob, e is the error probability for
the single-photon state, Q is the probability of the detection by
Bob for all-photon states sent by Alice. H>() is the Shannon
binary entropy function, and f() is the error correction inef-
ficiency factor function. E represents the total QBER, which
can be calculated as

11
E= [EYO (- e_”")] , )

where 1/2Y( is the system noise in a QKD system using
BB&4 protocol [5] (probability of detection by Bob in wrong
detector when no photon is sent by Alice), y depicts the
alignment error of the optical system, and p is the average
photon flux set by Alice for signal states.

Targeting a better utilization of fiber efficiency, the
co-existing of classical signal and quantum signal over the
same transmission media is considered. The system noise
contributes to Q, Q1, E and ey, and consists of the total photon
leakage from classical signal into the quantum channel due
to inter-core XT and intra-core SRS, as well as the (average)
dark count probability of the single-photon detectors (SPD).
Assuming that a dedicated wavelength is assigned for the
quantum channel regardless of spatial allocation, inter-core
XT is out-of-band noise, which can be mitigated by pre-
filtering the unwanted ASE noise for the quantum channel at
the transmitter side and by cascading bandpass filters at the
receiver side. The SRS, which depends on spectral distance,
may not be neglectable in the case that the same core is
populated by both quantum and classical communication.
The inelastic scattering of the photons from classical chan-
nel results in the in-band noise affecting the key delivery.
A high level of photon contamination eventually saturates
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the SPD. In this paper, the total noise count rates, includ-
ing the dark count rate, are obtained through experimental
characterization. The SPD for counting the photon rate at the
quantum channel works in gated mode with 1 MHz repeti-
tion rate, 10 us deadtime, 10% overall detection efficiency,
and 1 ns wide effective gate width. Dark count probability
is 1.3 x 1072 per gate.

In the following sections, the noise models for both
intra-core and inter-core co-existence in homogenous MCEF,
as well as the SKR and QBER performance simulation will
be presented. The detection parameters from [33] are used for
the QKD performance evaluation, including the efficiency of
Bob’s receiver np,p = 0.045, detection efficiency 74.:= 0.1,
and the alignment of the optical system y= 0.033. The
GYS experiment has been widely used for many years as a
benchmark in theoretical analyses of secret key rates with
different models, and therefore are used to make our results
comparable with other relevant works. An infinite-decoy-
state QKD method is simulated with an optimized average
photon flux © = 0.48 and error correction inefficiency factor
f(E)=1.22.

IV. INTRA-CORE CO-EXISTENCE
A. SRS NOISE MODEL
Photon-photon interaction causes both Brillouin scat-
tering and Raman scattering, potentially resulting in
frequency-shifted photons from the classical signal to the
quantum channel band. The wavelength shift due to Brillouin
scattering is within 10 GHz from the initial wavelength and,
therefore, can be filtered as out-of-band noise for the QKD
allocated in the adjacent spectral channel which is at least tens
of GHz away (50/100 GHz channel spacing for dense WDM).
The Raman scattering, on the contrary, leads to photon gen-
eration in a much wider band at wavelengths longer (Stokes)
or shorter (anti-Stokes) than the initial wavelength [34]. The
Raman scattering can shift from the data channel covering
the entire C-band [34] and leaving in-band noise for the QKD
channel.

The in-band noise (per detection temporal gate width)
generated by SRS from the data channel can be written, in the
co-propagating case, as:

PSRS700 = Poul(L),B()L) <A, (6)

where P,,; is the power of the laser at the fiber output, L
is the fiber length, 8 (1) is the wavelength-dependent SRS
coefficient, and AA is the wavelength channel bandwidth.
P,y can be expressed as:

Pour(L) = PipeF, (7

where Pj, is the input power to the fiber. When several data
channels are propagating simultaneously, the in-band noise
for the quantum channel can be obtained by the incoherent
sum of the contribution from each single data channel with
corresponding SRS coefficient 8 (1) [34], [35].
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B. CHARACTERIZATION

Wavelength dependence of SRS is measured by injecting
an optical signal at different wavelengths and measuring
the count rate induced in the quantum channel. As shown
in Fig. 1, we first use a tunable continuous wave (CW)
distributed feedback (DFB) laser covering a tuning range
in the C-band. At the transmitter side, pre-filtering is done
by cascading a waveshaper [36] together with a fiber Bragg
grating (FBG) in reflective mode centered at the quantum
channel wavelength form a spectrum notch mitigating the
ASE noise at the quantum channel. An isolator between them
is used to prevent the reflective light from FBG1 damaging
the waveshaper. Then the CW is injected in one of the cores
(core 7) in the MCF through the fan-in module. After the
fiber span, two WDMs and FBG2 (centered at the quantum
channel) are employed to further eliminate out-of-band noise
effects. The FBGs are 100 GHz full-width half-maximum
(FWHM). A single photon detector (SPD) (IdQuantique id
210), working in gated mode with 1 MHz repetition rate,
10 ws deadtime, 10% overall detection efficiency, and 1 ns
wide effective gate width is used for counting the photon
rate left at the quantum channel. Dark count probability is
1.3 x 107 per gate. The photon count rate at each wavelength
is first measured, subtracted by the dark account and then
normalized by the detection efficiency.At the receiver end,
an optical power meter (PM) is used for power monitoring.

___________

— N

:/ Aliceh ‘: B O ﬂ :/ m E a6 Bob i

Laser Iwaveshaper  FBG 1 | !

—Df: wiiing MCF i i—.—. !
! 7/

Isolator

FIGURE 1. SRS coefficient and inter-core XT measurement setup. FBG:
fiber Bragg grating; PM: optical power meter; WDM: wavelength
multiplexer; SPD: single-photon detector.

Note that power attenuation is caused not only by the
optical fiber itself, but also the coupling and fan- in/fan-out
modules, which can be calibrated by comparing the theo-
retical and measured noise level. In the link performance
simulation, the effects of constant loss of coupling and fan-in/
fan-out modules are mitigated.

In intra-core SRS coefficient characterization, wavelength
1546.92 nm is set as the quantum channel. We first scan the
wavelengths and monitor the photon detection without MCF
insertion. After normalization by the detection efficiency,
the core-by-core photon count dependence on wavelength is
shown in Fig. 2. Stokes and anti-stokes shift can be clearly
observed in both of MCFs. Comparing to the TA-MCEF,
there exists higher average SRS noise along the C-band and
more fluctuation among different cores in UT-MCEF. Then the
launch power is scanned from -0.5 dBm to -8.5 dBm, the
photon detection behavior in the center core of both MCFs
can be seen in Fig. 3. The frequency dependence of photon
detection has an approximate linear behavior on both sides of
the quantum channel. After averaging all the cores, the linear
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FIGURE 2. SRS coefficient measurement in (a) TA-MCF and (b) UT-MCF
with injection power of —0.5 dBm.

fitting results of the SRS co-efficiency of two types of MCFs
are listed in Table 2.

TABLE 2. SRS efficiency of both types of MCFs after averaging in all
cores, in unit (km-nm~1).

A<, 1> 2,
TA-MCF 11.968+0.863 6.06+0.40
UT-MCF 16.3+£1.2 7.13£1.03

C. PERFORMANCE EVALUATION

Based on the noise characterization obtained in the previous
section, we assess the impact on the quantum link in both
types of MCFs. Using (1)-(5), the QBER and SKR are esti-
mated based on the SRS noise contribution when the data
channel and quantum channel are allocated in the same core.
In both Stokes and anti-Stokes shift ranges, wavelengths in
high and low SRS windows are picked to show the impact
on the quantum channel, i.e., 1528 nm and 1544 nm rep-
resent high and low SRS window in Stokes range, while
1548 nm and 1558 nm represent high and low SRS windows

78840
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FIGURE 3. Injected power scanning in core 7 for SRS coefficient
measurement in (a) TA-MCF and (b) UT-MCF.

among anti-Stokes shift, respectively. In Fig.4, we can see
the SKR and QBER as a function of transmission distance
with the input power of the data channel set as —0.5 dBm.
The black solid curve shows the benchmark, where an SMF
is dedicated for the quantum channel, with no shared classical
signals [33]. In this case only the link attenuation contributes
to the quantum performance along the signal propagation.
It is clearly observed that there is a serious performance
degradation even when the wavelength in the low SRS win-
dow is assigned for the data signal. In contrast to UT-MCEF,
the lower SRS co-efficiency in TA-MCF enables a slight
improvement of the QBER and SKR. Note that QBERs below
the 11% limit are obtained in all cases where a positive
SKR can be achieved, indicating that error correction and
privacy amplification allows the generation of a shared secret
key [37].

In intra-core SRS measurement, FBGs, waveshaper, and
WDMs are cascaded to provide isolation as high as ~100 dB
for the quantum channels, inducing negligible crosstalk when
no fiber link is present. It, therefore, shows how many in-band
photons are generated on the quantum channel when the data
signal and quantum signal are located in the same spatial
channel.

It is worth to notice that SKR performance varies if using
SPDs with different detection gate widths, repetition rates,
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FIGURE 4. Simulated (a) Secret key rate and (b) QBER as a function of
fiber transmission distance. Solid curves: TA-MCF; dashed curves: UT-MCF,
black curves: SMF as benchmark.

dark count and detection efficiency [38]. However, a rela-
tive relationship among the cases adopting different types of
MCFs with different channel allocation would not be much
influenced.

V. INTER-CORE CO-EXISTENCE

MCEF provides the possibility to co-existing quantum and data
communication in different spatial channels in a single fiber.
In contrast to the intra-core co-existence, refractive index
gaps between adjacent cores contribute to the noise isolation,
so that the filtering requirement in quantum channel can be
relaxed. In this section, the quantum channel performance is
assessed with the presence of high-speed data communication
in different cores.

A. NOISE MODEL
We consider the high-speed data channel operating on wave-
length A, which is coupled to the quantum channel on the
same wavelength in adjacent cores. Furthermore, both the
high-speed data signal and quantum power attenuate with
fiber distance, according to (7). In the case where an individ-
ual core is assigned for the quantum channel, an inter-core
XT is the main contributor for the noise measurement.

The inter-core XT coupling to the neighboring core can be
expressed as a function of fiber length L:

Pxr (L) = Psignal (L) XTingexL, (®)
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where Pgignq(L) is the high-speed data signal power, and
XTingex 1S the crosstalk coefficient between the neighbor-
ing cores. The noise photons count due to inter-core XT is
obtained as:

XT (L) = Pxy (L) [ (he [2), ©)

where / denotes the Planck’s constant, and c is the speed of
light in the fiber.

B. NOISE CHARACTERIZATION

We experimentally characterize the penalty for a QKD link
over both TA- and UT-MCFs with the presence of beyond
100 Gbps classical communication signals per wavelength
used for high-speed data transmission [29].

The setup is similar to that shown in Fig.1. A tunable DFB
laser operating at the C-band is used for the data channel
transmitter (Tx). 8 wavelengths (1525 nm to 1565 nm except
1550 nm, with interval of 5 nm) are swept in the C-band
to investigate the impact of the wavelength dependence on
the quantum channel. A 56 GBaud, 4-level pulse amplitude
modulation (PAM4) signal is generated with a digital-to-
analog convertor (DAC, Anritsu G0374), and amplified to
drive a linearly biased Mach-Zehnder modulator (MZM). The
output optical signal is amplified by an Erbium-doped fiber
amplifier (EDFA) and filtered by a tunable band-pass filter
(BPF) of 100 GHz 3 dB bandwidth with ~30 dB rejection
ratio. A variable optical attenuator (VOA) is used to adjust
the launched power. The optical signal is power split, tem-
porally de-correlated and coupled into the MCF under test
via a fan-in module. After propagation, the spatial channels
are de-multiplexed by a fan-out module so that the signals
from each core are connected to a SMF. The high-speed
data channel is detected by a receiver consisting of a pre-
amplifier, a BPF and a photodetector (3 dB bandwidth of
~33 GHz), before being sampled at a digital storage oscillo-
scope (DSO) and demodulated off-line. A decision-feedback
equalizer with 43-feed-forward taps and 12-feedback taps is
used for channel equalization.

For receiving the quantum channel, the center core’s output
is reflected by a FBG centered at 1550 nm before passing
through a BPF to filter the out-of-band photons. The FBGs
and BPF used in this measurement can only provide ~ 66 dB
isolation, which is not as good as that in intra-core exper-
imental setup (i.e., ~100dB in the intra-core co-existence
experiment above). On top of the isolation provided by the
out-of-band noise filtering, the measured inter-core XT for
the 2.5 km UT-MCEF is about —45 dB, while for the 2.5 km
TA-MCEF is about —65 dB. The SPD for counting the pho-
ton rate at the quantum channel works in a gated mode
with 1 MHz repetition rate, 10 us deadtime, 10% overall
detection efficiency, and 1 ns wide effective gate width. The
dark count probability is 1.3 x 10~ per gate. The quantum
channel set in the center core represents the worst spatial
case in terms of inter-core XT when the other cores are
occupied by high-speed data. The inter-core photon contami-
nation includes out-of-band noise, i.e., the inter-core XT, and
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in-band noise, i.e, the XT-induced SRS. Two distinct layouts
are used in the measurements:

1) Side-core configuration, where only the side cores were
assigned for high-speed data communication. In this case,
the XT-induced SRS is negligible and the noise detection is
dominated by the inter-core XT.

2) All-core configuration, where measurements were also
performed for the case when the center core was also used
for the data channel, in addition to the side cores. In this
configuration, the photon count rate detection at the quantum
channel takes into account both inter-core XT and SRS noise
originated by the classical channel in the same core.

The detection of leaked photons to the quantum channel
due to simultaneous data transmission are measured in both
side-core and all-core configurations. In Fig. 5, wavelengths
1530 nm, 1540 nm and 1560 nm are selected to show the
wavelength dependence.

600 —=— All cores_1530
—e— Side cores_1530
—a— All cores_1540
—v— Side cores_1540
—&— Side cores_1552
500 —«— All cores_1560

—»— Side cores_1560
100 ’/.“\/0/

oL : ‘ : : : K
10 -9 -8 7 6 5 -4 -3

photon count rate (Hz)

Launch power (dBm)

FIGURE 5. Photon count rate of the quantum channel in UT-MCF as a
function of launch power with different wavelengths assigned to data
transmission for side-core and all-core configurations. The noise
contribution in all-core configuration originated from both inter-core XT
and SRS. The high photon count rate at 1552 nm is due to the filtering
profile leakage close to the quantum channel.

The measurement results when data signals carried by
wavelengths 1530 nm, 1540 nm, 1552 nm and 1560 nm in the
UT-MCEF are shown in Fig.5. In the side-core configuration,
photon detection at the quantum channel, i.e., 1550 nm in
the central core, is very close to the dark count limit at
~1.3 x 107 per gate when the wavelengths assigned to data
transmission are away from the quantum channel, represented
by red, rose and purple curves in Fig. 5. When the center
core is also assigned to high-speed data transmission, photon
contamination sharply increases. The photon detection rates
in the quantum channel are less than 100 Hz given that the
launch power of the data channel is lower than —4 dBm.
Once the wavelength close to the quantum channel is used for
carrying high-speed data, i.e., 1552 nmin Fig. 5, aremarkable
increase of the photon detection can be observed, even when
the center core is free of classical data. Since no obvious
wavelength dependence in the rest of the C-band can be
observed, we attribute the higher detection rate at 1552 nm to
limitations in the spectrum profile of the FBGs. The TA-MCF
in side-core configuration was also measured. It performs
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very similar as UT-MCF and, therefore, is not displayed
in Fig. 5. Using 1552 nm to deliver high-speed data in all
the side cores, a considerable increase in the detection rate
can be observed. For classical communication over the other
wavelengths, even at the maximum launch power (—3 dBm),
the photon detection is very close to the SPD’s dark limit.
Compared to UT-MCF, an obviously lower inter-core XT
in TA-MCEF results in the smaller number of photons pass-
ing through the detection filter, i.e., the FBG and the BPF.
To visualize the small difference between the photon detec-
tion after transmission over the 2.5 km MCFs, we estimate
the SKR performance in the two types of MCFs, which will
be shown in the next subsection.

C. PERFORMANCE EVALUATION

Based on the noise characterization, the estimated SKR fol-
lowing the 2.5 km MCEF transmission is shown in Fig. 6. for
different wavelengths assigned to data transmission for both
types of MCFs. The all-wavelength (“All w”’ in legend) case
corresponds to using all 8 measured wavelengths (1525 nm
to 1565 nm with interval of 5 nm, except for 1550 nm) for
data transmission. Assuming a 1 MHz repetition rate used in
the QKD system, ~4.4 kbps SKR can be achieved for both
fibers in the side-core configuration. A negligible difference
on the SKR can be observed between the deployment of the
two types of MCFs, even though a higher inter-core crosstalk
is in the UT-MCF. The exception occurs when 1552 nm is
used as the data channel (i.e., All w + 1552 nm), and the key
generation can only be realized at a considerably lower rate
in the UT-MCF compared to that in the TA-MCF. When the
center core is additionally employed for data transmission,
i.e., all-core configuration, the quantum channel is affected
by the inter-wavelength crosstalk, and a penalty on the secret
key rate can be seen. We also include the expected SKR for
all-core configuration when all 8 measured wavelengths are
employed simultaneously, where an obvious penalty on the
SKR can be observed in both types of MCFs.

4800

«+0r+« TA-MCF Side-core -0 UT-MCF Side-core

--@-- TA-MCF Side-core Allw --@-- UT-MCF Side-core All w
—A—UT-MCF All-core

4600  —*— TA-MCF All-core

4400

4200 4

SKR@2.5km (bit/s)

4000
3500 -

3000
2500
2000

T T T T T T T T T
1525 1530 1535 1540 1545 1550 1555 1560 1565
wavelength (nm)

FIGURE 6. Simulated secret key rate at 2.5 km for both of MCFs as a
function of the wavelength assigned for data transmission.

In Fig. 7(a), we plot the estimated lower bound of the SKR
as a function of transmission distance, taking into account the
fiber attenuation of the classical and quantum channels. When
a dedicated core and a dedicated wavelength is assigned to
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FIGURE 7. (a) Simulated secret key rate as a function of distance both
MCFs; and (b) QBER performance for all the configurations within valid
transmission distance.

QKD, a small negative effect of the crosstalk on the SKR
performance can be observed (see red and blue dashed curves
close to the benchmark in black). Very short maximum dis-
tance for secure key exchange (~ 5 km) is observed, if the
wavelength close to the quantum channel (i.e., 1552 nm is
used in the measurement) is assigned to data delivery in
the UT-MCEF. In all-core, all-wavelength configuration, both
inter- and intra-core coexistence of QKD and classical chan-
nels are allowed, causing the SKR to quickly fall down in both
types of MCFs (red and blue curves). The red dense dashed
curve shows the case where a wavelength close to the QKD
channel is carrying classical communication. With insuffi-
cient out-of-band filtering, the TA-MCF can only support
non-zero SKR within a few kilometers. As shown in Fig. 7(b),
QBER below the 11% limit at non-zero SKR in all cases are
achieved. A less noisy quantum channel yields better QKD
performance, which can be realized by using filters with a
higher rejection ratio and limiting the launch power of the
classical channels.

VI. CONCLUSION

In this paper, we propose a methodology to evaluate
the telecommunication compatibility of QKD in homoge-
nous SDM configuration. The noise model for the QKD
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co-existence with classical communication in homogenous
MCEF is presented and the performances of QKD system in
UT- and TA-MCFs are evaluated by simulation based on the
experimental characterization of co-propagation noise. Mov-
ing from SMF to MCF-based co-existing system, significant
telecommunication capacity increase can be enabled. Never-
theless, a dedicated core for QKD is preferred due to the extra
spatial isolation provided. Reusing the wavelength assigned
to quantum channels for telecommunication could stop the
key distribution. Even if a wavelength in the low noise win-
dow is picked to carry classical signal, a severe performance
degradation in terms of the transmission distance and QBER
can be found in the QKD due to SRS. Consequently, it is
preferable not to transmit classical data in the core con-
taining the quantum signals. In inter-core coexistence case,
although avoiding using the wavelength of quantum channel
for data transmission, the quantum channel’s performance
is still affected with slight penalty comparing to the SMF
case due to imperfect isolation provided by the refractive
index profile in MCF design. A slightly larger penalty in the
UT-MCEF is observed as expected due to a higher inter-core
XT. We have nevertheless shown the telecom compatibility
of QKD can be achieved by homogenous SDM approach,
provided additional penalties should be taken into account in
the system design. For example, the QKD over SDM system
performance can be considered for the future work.
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