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Achieving Maximum Distance Separable Private
Information Retrieval Capacity With Linear Codes

Siddhartha Kumar, Student Member, IEEE, Hsuan-Yin Lin, Senior Member, IEEE,
Eirik Rosnes, Senior Member, IEEE, and Alexandre Graell i Amat, Senior Member, IEEE

Abstract—We propose three private information retrieval
(PIR) protocols for distributed storage systems (DSSs) where data
is stored using an arbitrary linear code. The first two protocols,
named Protocol 1 and Protocol 2, achieve privacy for the scenario
with noncolluding nodes. Protocol 1 requires a file size that is
exponential in the number of files in the system, while Protocol 2
requires a file size that is independent of the number of files and is
hence simpler. We prove that, for certain linear codes, Protocol 1
achieves the maximum distance separable (MDS) PIR capacity,
i.e., the maximum PIR rate (the ratio of the amount of retrieved
stored data per unit of downloaded data) for a DSS that uses
an MDS code to store any given (finite and infinite) number of
files, and Protocol 2 achieves the asymptotic MDS-PIR capacity
(with infinitely large number of files in the DSS). In particular,
we provide a necessary and a sufficient condition for a code
to achieve the MDS-PIR capacity with Protocols 1 and 2 and
prove that cyclic codes, Reed-Muller (RM) codes, and a class
of distance-optimal local reconstruction codes achieve both the
finite MDS-PIR capacity (i.e., with any given number of files)
and the asymptotic MDS-PIR capacity with Protocols 1 and 2,
respectively. Furthermore, we present a third protocol, Protocol 3,
for the scenario with multiple colluding nodes, which can be
seen as an improvement of a protocol recently introduced by
Freij-Hollanti et al.. Similar to the noncolluding case, we provide
a necessary and a sufficient condition to achieve the maximum
possible PIR rate of Protocol 3. Moreover, we provide a particular
class of codes that is suitable for this protocol and show that RM
codes achieve the maximum possible PIR rate for the protocol.
For all three protocols, we present an algorithm to optimize their
PIR rates.

Index Terms—Code automorphisms, colluding servers, gener-
alized Hamming weight, distributed storage, linear codes, local
reconstruction codes, Reed-Muller codes, private information
retrieval.

I. INTRODUCTION

In data storage applications, besides resilience against disk
failures and data protection against illegitimate users, the
privacy may also be of concern. For instance, one may be
interested in designing a storage system in which a file can be
downloaded without revealing any information of which file
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is actually downloaded to the servers storing it. This form of
privacy is usually referred to as private information retrieval
(PIR). PIR is important to, e.g., protect users from surveillance
and monitoring.

PIR protocols were first studied in the computer science
literature by Chor er al. in [1f], [2], which introduced the
concept of an n-server PIR protocol, where a binary storage
node is replicated among n servers (referred to as nodes)
and the aim is to privately retrieve a single bit from the
storage nodes while minimizing the total upload and download
communication cost. Additionally, an n-server PIR protocol
assumes that the n nodes do not collude in order to reveal the
identity of the requested bit. The communication cost in [/1]]
was further reduced in [3]-[5]]. Since then, coded PIR schemes
have been introduced, where data is encoded (as opposed to
simply being replicated) across several nodes [6]. With the
advent of distributed storage systems (DSSs), where the user
data is encoded and then stored on n nodes, there has been an
increasing interest in implementing coded PIR protocols for
these systems.

In recent years PIR has become an active research area in
the information theory community with a fundamental dif-
ference in the measurement of efficiency. In the information-
theoretic sense, the message sizes are much larger than the
size of all queries sent to the storage nodes. Thus, rather
than accounting for both the upload and the download cost,
efficiency is measured in terms of download cost only as the
upload cost can be neglected. The ratio of the requested file
size to the amount of downloaded data is referred to as the
PIR rate, where a higher PIR rate means a higher efficiency.
The highest achievable PIR rate for any n-server PIR protocol
is referred to as the PIR capacity.

In the information theory literature, the authors in [7] were
the first to present PIR protocols for DSSs where data is
stored using codes from two explicit linear code constructions.
In [8]], the authors presented upper bounds on the tradeoff
between the storage and the PIR rates for a certain class of
linear PIR protocols. In [9]], Fazeli et al. introduced PIR codes
which, when used in conjunction with traditional n-server PIR
protocols, allow to achieve PIR on DSSs. These codes achieve
high code rates without sacrificing on the communication
cost of an n-server PIR protocol. In [10], given an arbitrary
number of files, the authors derived the PIR capacity for
noncolluding and replicated databases, where the data can be
seen as being encoded by a trivial class of maximum distance
separable (MDS) codes, i.e., repetition codes. For the case
of noncolluding nodes, Banawan and Ulukus [11]] derived the



PIR capacity for DSSs using an [n, k] MDS code to store a
given number of files, referred to as the MDS-PIR capacity.
In this paper, we will refer to the MDS-PIR capacity for a
given finite number of files as the finite MDS-PIR capacity,
and to the MDS-PIR capacity for an infinite number of files
as the asymptotic MDS-PIR capacity. In [12]], a PIR protocol
for MDS-coded DSSs and noncolluding nodes was proposed
and shown to achieve the asymptotic MDS-PIR capacity. PIR
protocols for the case of colluding nodes were proposed in
[12]-[15]. The MDS-PIR capacity for the colluding case is still
unknown in general, except for some special cases [16]] and
for repetition codes [17]. The problem of symmetric PIR for
DSSs was recently considered in [[18]], where an expression for
the symmetric PIR capacity for linear schemes in the general
case of colluding nodes and an MDS linear storage code was
derived. In the symmetric case, the user should not only be
able to privately retrieve the requested file from the system,
but also learn nothing about the other files stored from the
retrieved data. See also the related work [[19]], [20], which deals
with replicated databases. The PIR capacity for the case where
a given number of storage nodes fail to respond (so-called
robust PIR) was given in [17]] for the scenario of colluding
servers with replication coding.

In the storage community, it is well known that MDS codes
are inefficient in the repair of failed nodes. In particular,
they have large repair locality, i.e., the repair of a failed
node requires contacting a large number of nodes Repair is
essential to maintain the initial state of reliability of the DSS.
To address low repair locality, Pyramid codes [23]], locally
repairable codes [24]], local reconstruction codes (LRCs) [25],
[26], and locally recoverable codes [27]] are some non-MDS
codes that have been proposed. These four classes of codes
follow the same design philosophy and for simplicity, we will
refer to them generically as LRCs. Following the motivation of
using non-MDS codes in DSSs, the authors of [28]] presented
a PIR protocol for DSSs that store data using arbitrary linear
codes for the scenario of noncolluding nodes. Independently,
Freij-Hollanti et al. in [29] presented a PIR protocol that
ensures privacy even when a subset of at most n — k nodes
collude. The protocol is based on two codes, the storage code
and the query code, which defines the queries. The retrieval
process is then characterized by the retrieval code, which is
the Hadamard product of these two codes. The PIR rate of
the protocol is upperbounded by (n — k)/n, where k is the
dimension of the retrieval code. The authors showed that with
generalized Reed-Solomon (GRS) codes for the storage and
query codes, the upper bound on the PIR rate is achieved.
To the best of our knowledge, in the asymptotic regime when
the number of files tends to infinity, the PIR rate (n — k)/n
is the highest achievable PIR rate known so far. Moreover,
they showed that their protocol could work with certain non-
MDS codes. However, for non-MDS codes (e.g., Reed-Muller
(RM) codes where considered in [30]) the PIR rates that can
be achieved by the protocol in [29] are lower than the upper
bound (n — k)/n.

'In a parallel line of work, schemes for efficient repair (in terms of repair
bandwidth) of Reed-Solomon codes have been proposed [21]l, [22].

In this paper, as an extension of [28], we present three
PIR protocols for DSSs using arbitrary linear codes. These
protocols share the fact that all of them are constructed by
making use of correctable erasure patterns and information
sets of the underlying storage code. We first focus on the
noncolluding scenario and propose two PIR protocols, referred
to as Protocol 1 and Protocol 2. Protocol 1 requires a file
size that is exponential in the number of files in the system,
while Protocol 2 requires a file size that is independent of
the number of files and is therefore simpler. Furthermore,
Protocol 1 is designed such that its PIR rate depends on the
number of files in the system, while Protocol 2 is such that its
PIR rate is independent of the number of files. We prove that,
interestingly, for certain non-MDS code families, Protocol 1
achieves the finite MDS-PIR capacity (and hence the asymp-
totic MDS-PIR capacity as well) and Protocol 2 achieves the
asymptotic MDS-PIR capacity. Thus, we show that the MDS
property required to achieve the MDS-PIR capacity in [[10]—
[12] is not necessary and is overly restrictive. In particular, we
give a sufficient condition based on code automorphisms and
a necessary condition connected to the generalized Hamming
weights of the underlying storage code to achieve the MDS-
PIR capacity for Protocols 1 and 2. We prove that cyclic codes,
RM codes, and distance-optimal information locality codes
achieve the finite MDS-PIR capacity (and thus the asymptotic
MDS-PIR capacity, too) with Protocol 1 and the asymptotic
MDS-PIR capacity with Protocol 2. For other codes, we
present an optimization algorithm for Protocols 1 and 2 to
optimize their PIR rates.

We furthermore present a third protocol, Protocol 3, for the
scenario of multiple colluding nodes and non-MDS storage
codes. This protocol is based on and improves the protocol
in [29], [30]], in the sense that it achieves higher PIR rates.
We extend the necessary and the sufficient condition from the
noncolluding case to provide joint conditions on the storage
and query codes to achieve the upper bound (n — k)/n on the
PIR rate of Protocol 3. Moreover, we show that Protocol 3
achieves the upper bound (n — k)/n on the PIR rate for
RM codes and some non-MDS codes. We also provide an
optimization algorithm for the protocol to optimize the PIR
rate. Such an optimization is in itself an extension of the
optimization algorithm for Protocols 1 and 2 for the case of
noncolluding nodes. Besides GRS and RM codes as in [29],
[30], we also prove that (U|U + V) codes [31] with U being
an arbitrary binary linear code and )V a binary repetition code
can be used in conjunction with Protocol 3. We finally give
examples of all-symbol locality LRCs with good PIR rates.

The main contributions of the paper are summarized in the
following:

« For the noncolluding case, we propose two PIR protocols,
Protocol 1 and Protocol 2 (Sections and [V), and
provide a necessary and a sufficient condition for a code
to achieve the MDS-PIR capacity with these protocols
(Theorems [3] and [4] respectively, in Section [VI).

« For the noncolluding case, we show that important classes
of non-MDS codes, namely cyclic codes, RM codes, and
distance-optimal information locality codes achieve the
finite MDS-PIR capacity and the asymptotic MDS-PIR



capacity with Protocols 1 and 2, respectively (Corollar-
ies and Theorem [3] respectively, in Section [VI).

e For the colluding case, we propose Protocol 3 that
achieves higher asymptotic PIR rates for non-MDS codes
(equal to its upper bound) than the best known protocol
[29], [30]]. Similar to the noncolluding case, a necessary
and a sufficient condition for the protocol to achieve PIR
rates equal to its upper bound is provided (Corollary
and Theorem [§] respectively, in Section [VIII). Indepen-
dently of this work, by using an approach similar to ours,
in [32] the authors modified the protocol in [30] and
showed that the PIR rate (n — k)/n is achievable for
transitive codesE] However, the protocol in [32] requires
a much larger number of stripes and query sizes than
our proposed Protocol 3, since it is based on transitive
subgroups of the automorphishm groups of the storage
and query codes, and thus is less practical.

o For both the noncolluding and colluding cases, we pro-
vide an algorithm that optimizes the PIR rate of the
underlying code (Sections and [VIII-E).

The remainder of this paper is organized as follows. We
provide some definitions and preliminaries in Section [IIl In
Section we provide a general system model for the three
PIR protocols proposed in the paper. In Sections [[V]and [V] we
present Protocols 1 and 2 for the scenario with noncolluding
nodes. In Section we give a necessary and a sufficient
condition for codes to achieve the MDS-PIR capacity with
Protocols 1 and 2 and prove that several families of codes
achieve it. In Section we give an optimization algorithm
to optimize the PIR rate. In Section we consider the
scenario with colluding nodes and propose Protocol 3. In the
same section, we also present a family of storage codes that
can be used with this protocol. Lastly, we provide a necessary
and a sufficient condition to achieve an upper bound on the PIR
rate for this protocol, and we show that RM codes satisfy the
sufficient condition and thus achieve the upper bound on the
PIR rate of Protocol 3. In Section [IX] we optimize Protocols 1,
2, and 3 to maximize their PIR rates for different storage codes
under the scenarios of noncolluding and colluding nodes.
Finally, some conclusions are drawn in Section [X]

A. Notation and Conventions

In this paper, we use the following notation. We use
lowercase bold letters to denote vectors, uppercase bold letters
to denote matrices, and calligraphic uppercase letters to denote
sets. For example: , X, and X denote a vector, a matrix, and
a set, respectively. An identity matrix of dimensions m x m
is denoted as I,,. The all-zero matrix of dimensions a X b
is denoted as 0,x;,, while the all-one matrix of dimensions
a x b is referred to as 1,xy. ()" represents the transpose of its
argument and (-, -} denotes the scalar dot product between two
vectors. The operator o represents the Hadamard product. As
such, x o y represents the Hadamard product of two length-
n vectors  and y. Consider the column vectors @1, ..., x,,

2Note that the proposed sufficient condition (Theorem [8)) is not equivalent
to the concept of transitive codes in [32] when there are at least 2 colluding
nodes (in the noncolluding case the concept of transitive codes in [32] reduces
to our sufficient condition (Theorem E'I)).

then (x1]...|x,) represents the horizontal concatenation of
the column vectors. Similarly, the horizontal concatenation of
the matrices X7, ..., X,, all with the same number of rows,
will be denoted by (X]...|X,). We represent a submatrix of
X that is restricted in columns by the set Z and in rows by the
set J by X |, and the matrix rank of X by rank (X). The
function LCM(a, b) computes the lowest common multiple of
two positive integers a and b, and a | b denotes that a is a
divisor of b, while the function H(-) represents the entropy of
its argument.

In the rest of the paper, C will denote a linear code over
a finite field GF(q). The operations over GF(q), such as
addition, multiplication, etc., will be clearly understood from
the context. We use the customary code parameters [n, k] to
refer to a code of block length n and dimension k, having
code rate R® = k/n. The dimension of a code C will
sometimes be denoted by dim (C). Furthermore, [n,k,d<, |
represents an [n,k] code of minimum Hamming distance
d<,.. Since a code C can be seen as a codebook matrix,
the shortened and punctured codes are denoted by C| g , with
column indices Z and row coordinates 7. In addition, H€,
GC, and C' represent a parity-check matrix, a generator
matrix, and the dual code, respectively, of C. We denote
by N the set of all positive integers, N, = {1,2,...,a},
and N,,,.,, = {n1,n1 +1,...,n5} for two positive integers
n1 < ng, n1,ne € N. The Hamming weight of a binary vector
@ is denoted by wy (x), while the support of a vector x, i.e.,
the set of nonzero entries of @, will be denoted by x(x).
Note that sometimes, for the sake of convenience, we will
omit the superscripts and/or the subscripts if the arguments
we refer to are contextually unambiguous. Also, with some
abuse of language, the index of a coordinate of a vector is
sometimes referred to simply as the coordinate. An erasure
pattern is a binary vector where the ones represent erased
positions, while the zeros represent nonerased positions. The
weight of an erasure pattern is the number of erased positions,
and an erasure pattern x is said to be correctable by a code
C if H|,(z) has rank |x(z)|. Finally, for ease of notation,
we will refer to a matrix with constant row weight, constant
column weight, and constant row and column weight equal to
a as an a-row regular, a-column regular, and a-regular matrix,
respectively.

II. DEFINITIONS AND PRELIMINARIES

In this section, we review some basic notions in coding
theory and some classes of codes that will be used throughout
the paper.

Definition 1. Let C be an [n, k| code defined over GF(q). A
set of coordinates of C, T C N,,, of size k is said to be an
information set if and only if GC|z is invertible.

Definition 2. Let D be a subcode of an [n, k] code C. The
support of D is defined as

x(D) £ {jeN,: Jx = (z1,...
It is noted that

&) € D,z #0}.

X(D) = | x(=).

xzeD



Next, we introduce the concept of generalized Hamming
weights [|33]].

Definition 3. The s-th generalized Hamming weight of an
[n, k] code C, denoted by dS, s € Ny, is defined as the cardi-
nality of the smallest support of an s-dimensional subcode of
C, ie,

s —

d 2 min{|x(D)| : D is an [n, s] subcode of C}.

For the sequel, we introduce the notion of Hadamard
product [34]] of vector spaces.

Definition 4. Let X and Y be two vector spaces in GF(q)™.
The Hadamard product of X and ), denoted by X o)), is
defined as the space in GF(q)"™ generated by the Hadamard
products x oy for all x € X and y € ).

A. Reed-Muller Codes

We review the family of binary linear RM codes [35]] and
then quickly summarize a result related to information sets of
an RM code. We adapt the concept and definition from [31}
Ch. 13], and the details can be found therein.

Definition 5. For a given m € N, the v-th order binary RM
code R(v,m) is an [n, k| code with length n = 2™ and code
dimension k = Y7 (") for v € {0} UN,,, constructed as
the linear space spanned by the set of all m-variable Boolean
monomials of degree at most v.

For example, R(2,3) can be viewed as the lin-
ear space spanned by the set of Boolean monomials
{1, Z1,R2,R3,%1%2, 2123, 2223}.

Next, we introduce a way to number the coordinate index
of an RM codeword. Without loss of generality, since there
are in total n = 2™ codeword coordinates, each coordinate
index ¢ € Nom can be described by a binary column m-tuple
p= (1, tm)", ; € GF(2), such that

ié1+zﬂj2ﬂ'—1. (1)
j=1

For instance, for m = 4, the 7-th coordinate of an RM code
corresponds to (0 1 1 0)". Hence, a set of coordinates Z C N,,
can alternatively be written as a set of corresponding m-tuples
for RM codes.

Let V be an m x m invertible matrix over GF(2) and
o € GF(2)™*! be a length-m binary column vector. It is
well known that the coordinate transformation mapping p onto
g(1) = Vo + o is an automorphism for the RM code [31,
Ch. 13].

For the sake of simplicity, throughout the paper we assume
V =1,,.

Example 1. Consider the RM code R(1,3) with generator
matrix

11111111
Gras _ |01 0 10101
00110011
00001111

The i-th row of GR(3) corresponds to the i-th monomial
of the set of Boolean monomials {1,z1,22,23}, i € Ny. It
can be seen that any codeword of R(1,3) corresponds to a
linear combination of the Boolean monomials as wol+wi2z1+
wozs + wszs, where w; € GF(2), i € Ny. Clearly, T =
{(000),(100)7,(010)7,(00 1)} forms an information
set for R(1,3). Pick an automorphism g with V. = I3 and
o =(001)". Then,

I'={9(p)=p+o:pel}
={(001)",(101)7,(011)7,(000)7}

is also an information set of R(1,3).

The following lemma shows how to determine an informa-
tion set for an RM code.

Lemma 1. Consider the RM code R (v, m) withv € {0}UN,,,,
m € N. Then, the set of m-tuples given by

T2 {peGF2)™ " wy(p) <o}
is an information set for R(v, m).

Proof: The proof is based on the definition of RM codes.

The details are given in Appendix [A] [ ]

Lemma [I] can be extended to nonbinary generalized RM

codes (see the comprehensive work in [36] that determines
the information sets for generalized RM codes).

B. Local Reconstruction Codes

LRCs are a family of codes that are used in DSSs because
of their low repair locality, i.e., they need to contact a
relatively low number of nodes in order to repair a failed node.
Systematic codes that focus on lowering the locality for the
systematic nodes (i.e., the nodes that store the systematic code
symbols; see the system model in Section are referred
to as information locality codes. Examples of such codes are
presented in [23]-[26]. On the contrary, LRCs that achieve
low locality for all nodes are referred to as all-symbol locality
codes. The codes presented in [[27] are examples of all-symbol
locality codes. Formally, information locality codes are defined
as follows.

Definition 6 ((r,d) information locality code [26, Def. 2]).
An [n,k] code is said to be an (r,d) information locality
code if there exist L. punctured codes C; £¢ |s, of C with
column coordinate set S; C N,, for j € Ny . Furthermore,
{Cls, }jen,, must satisfy the following conditions:

1) |S;|<r+d6—-1VjeNg,

2)dj, >0, VjeNy, and

3) rank(G\Uj s;) =k

In other words, Definition E] says that there are L. local
codes in C each having a block length of at most r + § — 1,
a minimum Hamming distance at least , and the union of all
coordinate sets of the local codes contains an information set.
The overall code C has minimum Hamming distance d<; <
n—k+1—([k/r] —1)(6 — 1) and can repair up to § — 1
systematic nodes by contacting r storage nodes. Codes that
achieve the upper bound on the minimum Hamming distance



are known as distance-optimal (r, §) information locality codes
and have the following structure.

Definition 7 (Distance-optimal (r, d) information locality code
(26, Th. 2.2]). Let r | k such that L. = k/r. An (r,0)
information locality code C as defined in Definition [0] is
distance-optimal if:

1) Each local code C|s;,, j € Np, is an [r +0 — 1,7]
MDS code defined by a parity-check matrix H Cls; =
(Pj|Is—1) of dimensions (6—1)x (r+3d—1) and minimum
Hamming distance dmliij = 4.

2) The sets {S;}jen,, are disjoint, i.e., S;NS; = for all
J:3" €Np,, j#7"
3) The code C has a parity-check matrix of the form

P I,
P, I;,

P,

Ml 0 M2 0

where the matrices M, ..., My, are arbitrary matrices in
GF(q) of dimensions (n — Le(r +6 — 1)) x r, and a = n —
L.(r+6—1).

For ease of exposition, we refer to the local parities as the
parity symbols that take part in the local codes, while the parity
symbols that are not part of the L. local codes are referred to
as global parity symbols. According to Definition 7] there exist
n — Lc(r 4 d — 1) global parities and L.(d — 1) local parities.
We partition the coordinates of these parities into L + 1 sets,
where L £ Lrﬁgfd For i € Nz, 1, we have

{(j—l)nc—I—?“—l—l,,jnc} iijNLca
PJ = {(] - 1)TLC + 17"'aan} lf.] S I\ILC—‘,-l:Ly (3)
{Ln<+1,...,n} if j=L+1,

where ne £ 7 4 § — 1 is the block length of each local
code. The set P;, j € Ny, represents the coordinates of the
local parities of the j-th local code C;. The remaining sets
Pj, j € Nr_41.241, represent the coordinates of the global
parities of C. As such, the set P = Ufill P; represents the
parity coordinates of C.

C. UUV Codes

Consider an [ng, k] code U and an [ny, k2| code V both
over GF(q). An [n = 2ny1,k = k1 + ko] (U | U + V) code
[31]] (herein referred to as a UUV code) has codewords of the
form (u | w+ v), where u € Y and v € V. A UUV code has

generator matrix
GL{
GV) ’

where GY and GV are the generator matrices of I/ and V,
respectively. One can construct RM codes using UUV codes
in an iterative manner 31, p. 374].

GZ/{

GUUV _
0k72 X1y

2

2

(2)

CBn

QW

L————
]
] ]
— - - —

-
n storage nodes

(@)

Fig. 1. System Model. (a) The colored boxes in each storage node represent
the f coded chunks pertaining to the f files. (b) Coded chunk corresponding
to the 2nd file in the n-th node. It consists of 3 code symbols, 05271, 1€ Ng.

(c) The user sends the queries Q<l), I € Ny, to the storage nodes and receives
responses 7.

III. SYSTEM MODEL

We consider a DSS that stores f files XM . x\!)
where each file X (™) = (:cﬁ’")), m € Ny, can be seen as
a [ x k matrix over GF(po‘ej), with 3, k, a, £ € N, and
p being some prime number. Each file is encoded using a
linear code as follows. Let o\ = (xET), e a:gjz)), i € Ng,
be a message vector corresponding to the i-th row of X (™).
Each :cl(-m) is encoded by an [n, k] code C over GF(g) with
q £ p®, having subpacketization «, into a length-n codeword
cy(;m) = (CET),...,CETZ)), where CE?) € GF(¢"), j € N,.
For « = 1, the code C is referred to as a scalar code.
Otherwise, the code is called a vector code [37]. The Sf
generated codewords cgm) are then arranged in the array
C = ((COT|...|(C))" of dimensions Bf x n, where
cm = ((cgm))T||( (m))T)T for m € Ny. For a given
column j of C, we denote the column vector (c%), . ,c,(BTZ))T
as a coded chunk pertaining to file X ™). The f coded chunks
in column j are stored in the j-th storage node, j € N,,, as
shown in Fig. [I(a). In case the [n, k] code C is systematic, the
nodes that store the systematic code symbols are referred to

as systematic nodes.

A. Privacy Model

We consider a DSS where a set of T" nodes may act as spies.
Further, they may collude and hence they are referred to as
colluding nodes. In addition, it is assumed that the remaining
nonspy nodes do not collaborate with the spy nodes. The
scenario of a single spy node (7" = 1) in the DSS is analogous
to having a system with no colluding nodes. Let 7 C N,
|T| = T, denote the set of spy nodes in the DSS. The role
of the spy nodes is to determine which file X (™) is accessed
by the user. We assume that the user does not know 7T, since



otherwise it can trivially achieve PIR by not contacting the spy
nodes. To retrieve file X (™) from the DSS, the user sends a
d x Bf matrix query Q) over GF(¢) C GF(q’) to the I-th
node for all I € N,,. The query matrices are represented in the
form of d subquery vectors qgl) of length Sf as

l l l
q§ ) Q§)1 qg,)ﬂf

QU= :|=: ...
l l l
a) \di) 483

The i-th subqueries qgl), l € N, of the n queries aim at

recovering I’ unique code symbol§| of the file X (™). In
response to the received query matrix, node ! sends the column
vector

= (rise i) = QO )LD @

referred to as the response vector, back to the user as illustrated
in Fig. c). We refer to 7 ; as the i-th subresponse of the [-th
node. Perfect information-theoretic PIR for such a scheme is
defined in the following.

Definition 8. Consider a DSS with n nodes storing f files
in which a set of T nodes T = {t1,...,tr} C N,, 1 <
|T| =T <n—k, act as colluding spies. A user who wishes
to retrieve the m-th file sends the queries QV, 1 € N, to
the storage nodes, which return the responses r;. This scheme
achieves perfect information-theoretic PIR if and only if

H(m|Q"),...,Q"™)) = H(m);
H(X(m)|r1, e ,r") =0.

(52)
(5b)

Privacy:

Recovery:

Queries satisfying (5a) ensure that the file requested by the
user is independent of the queries. Thus, the colluding nodes
in 7 do not gain any additional information regarding which
file is requested by the user by observing the queries. The
recovery constraint in (3b) ensures that the user is able to
recover the requested file from the responses sent by the DSS.

The efficiency of a PIR protocol is defined as the amount
of retrieved data per unit of total amount of downloaded
data, since it is assumed that the content of the retrieved file
dominates the total communication cost [8]], [12].

Definition 9. The PIR rate of a PIR protocol, denoted by R, is
the amount of information retrieved per downloaded symbol,
ie.,
Bk
RE .
nd
Since the size of each file is Bk, the parameters d and T’
should be chosen such that 8k = I'df{] For Protocols 2 and 3
in Sections |V| and |VII]| to be practical, we may select

LCM(k,T) o LCM(k,T)

B= A T

(6)

3In general, the i-th subqueries recover I'; unique code symbols such that
among the >, I"; recovered code symbols there are 3k distinct information
symbols. However, for the sake of simplicity, we assume I'; = I" for all ¢ for
Protocols 2 and 3.

4For Protocol 1, d and T should be chosen such that Bk = Zd ;.

=1

as it ensures the smallest values of 8 and d. This is not the
case for Protocol 1 in Section where [ is exponential
in the number of files in order achieve optimal PIR rates.
By choosing the values above for S and d, the PIR rate for
Protocols 2 and 3 becomes

R=—.
n
We will write R(C) to highlight that the PIR rate depends on
the underlying storage code C. The maximum achievable PIR
rate is the PIR capacity. It was shown in [11] that for the
noncolluding case and for a given number of files f stored
using an [n, k] MDS code, the MDS-PIR capacity, denoted by
C fo is

an=k[ (kT
Throughout the paper we refer to the capacity in as the
finite MDS-PIR capacity as it depends on the number of files.
On the contrary, when the number of files f — oo, the
asymptotic MDS-PIR capacity is

nfk. 8)
n

It was shown in [8, Th. 3] that the PIR rate for a DSS with
noncolluding nodes is upperbounded by C., for a special
class of linear information retrieval schemes. In the case of
colluding nodes, an explicit upper bound is currently unknown,
as well as an expression for the MDS-PIR capacity. Some
initial work for the case of two colluding nodes has recently
been presented in [16].

C; )

C. 2

IV. FINITE MDS-PIR CAPACITY-ACHIEVING PROTOCOL
FOR THE NONCOLLUDING CASE

In this section, we propose a capacity-achieving protocol,
named Protocol 1, that achieves the finite MDS-PIR capacity
in for the scenario of noncolluding nodes. The protocol is
inspired by the protocol introduced in [[11].

A. PIR Achievable Rate Matrix

In [10], the concept of exploiting side information for
PIR problems was introduced. By side information we mean
additional redundant symbols not related to the requested file
but downloaded by the user in order to maintain privacy.
These symbols can be exploited by the user to retrieve the
requested file from the responses of the storage nodes. In
(11, Sec. V.A], it was shown that a [5,3,3] MDS storage
code can be used to achieve the finite MDS-PIR capacity,
where the side information is decoded by utilizing other code
coordinates forming an information set in the code array.
For instance, the authors chose the » = 5 information sets
T, ={1,2,3}, Zo = {1,4,5}, Zs = {2, 3,4}, 7, = {1, 2,5},
and Z; = {3,4,5} of the [5,3,3] MDS code in their PIR
achievable scheme. Observe that in {Z; };cn. each coordinate
of the [5,3,3] code appears exactly x = 3 times. This
motivates the following definition.



Definition 10. Lez C be an arbitrary [n, k] code. A vxn binary
matrix A, ,(C) is said to be a PIR achievable rate matrix for
C if the following conditions are satisfied.
1) The Hamming weight of each column of A, , is k, and
2) for each matrix row X;, i € Ny, x(\;) always contains
an information set.
In other words, each coordinate j of C, j € N, appears
exactly k times in {x(\;) }ien,, and every set x(\;) contains
an information set.

Lemma 2. If a matrix A, .(C) exists for an [n,k] code C,
then we have

R =

>

3|

)

>

where equality holds if x(
sets.

i), © € Ny, are all information

Proof: Since by definition each row A; of A, . always
contains an information set, we have wy (A;) > k, i € N,,.
Let v;, 7 € N, be the j-th column of A, ,. If we look at
A, from both a row-wise and a column-wise point of view,
we obtain

vk < ZwH (\) = ZwH (vj) = kn,
i=1 j=1

from which the result follows. Clearly, equality holds if x (A;),
i € N, are all information sets. [ |

Example 2. Consider the [5,3,2] systematic code with gen-
erator matrix

1 0 0 1 0
G=|0 1 0 1 0
0 01 01
One can easily verify that

0
Agyg = 1
1

— o
_ O =

1
1
0

O =

is a PIR achievable rate matrix for this code.

Before we state our main results, in order to clearly illustrate
our example and the following achievability proof, we first
introduce the following definition.

Definition 11. For a given v x n PIR achievable rate matrix
A, (C) = (Ay,j), we define the PIR interference matrices
Aixn = (aij) and B(,_.)xn, = (bi ;) for the code C with

ai;=uif \j=1,Vj€EN,, i€ N, ueN,,
bij 2w if Mj=0,Yj €N, i €Ny, u€N,.

Note that in Definition E], for each j € N,,, distinct values
of u € N, should be assigned for all <. Thus, the assignment
is not unique in the sense that the order of the entries of
each column of A and B can be permuted. For j € N,,, let
A; £{a;j:i€N,} and B; £ {b; j: i € N,_,}. Note that
the j-th column of A contains the row indices of A whose
entries in the j-th column are equal to 1, while B contains the
remaining row indices of A. Hence, it can be observed that
Bj :NV\AJ', V] eN,.

Definition 12. By S(a|A.xn) we denote the set of column
coordinates of matrix Ay, = (a; ;) in which at least one of
its entries is equal to a, i.e.,

S(alAyxn) 2 {j €N,: Ja;; = a,i € N}
The following claim can be directly verified.

Claim 1. S(a|Axxyn) contains an information set of code C,
Va € Ny,. Moreover, for an arbitrary entry b; j of B,_x)xn
S(bi’j|AH><n) = S(alAkxn) €N\ {j} if bij=a

We illustrate the previous points in the following example.

Example 3. Continuing with Example [2] and following Defi-
nition [[1} we obtain

2 1 1 11
A2X5<3 33 2 2) and Bixs = (1 2 2 3 3)
for Ao 3. One can see that A;UB; = N3, Vj € N5s. Moreover,
for instance, take a = 1, then S(1|Aa2x5) = {2,3,4,5}
contains an information set of the [5,3,2] systematic code of
Example

Now consider the two matrices

(m) (m) (m)

cu—',-u]‘l,l C,u,—&-u,l_g,Z o CM'HH.H;”
: ... : and
(m) (m) (m)
Cu—O—w,, 11 Cutan .2 Cutan n,mn
(m) (m) (m)
Clitbyq,1 n+b1 2,2 Cu+b1,m"
(m) (m) (m)
Cltby 11 Cputby, 2,2 Cltby— e nom

of code symbols of the m-th file, where u € Ng_, U {0}.
Observe that if the user knows the first matrix of code symbols,
from Claim since the coordinate set S(b; j|Axxn) <
N, \ {j} contains an information set and the user knows the
structure of the storage code C, the code symbols c,([fr)b”]
of the second matrix can be obtained. The intuition behind
the definition of the interference matrices A and B is as
follows. Assume that X (1) is requested. Protocol 1 requires
the user to download the side information ) 21 C/(Z-nirai,j,j
based on A and also to download code symbols as sums of
code symbols from the requested file and the side information

D m cfﬁ)bij_j based on B. Claim |l| then indicates that

the. side information ) . 21 cfji)b” j bE.ISGd on B can be
reliably decoded and hence we can obtain the requested file
by cancelling the side information. Here, the entries of A and
B are respectively marked in red and blue. We are now ready

to state Protocol 1.

B. Protocol 1

The proposed Protocol 1 generalizes the MDS-coded PIR
protocol in [11] to DSSs where files are stored using an
arbitrary linear code. Inspired by [[10]] and [11]], a PIR capacity-
achievable scheme should follow three important principles:
1) enforcing symmetry across storage nodes, 2) enforcing
file symmetry within each storage node, and 3) exploiting



side information of undesired symbols to retrieve new desired
symbols. Note that principle 1) is in general not a necessary
requirement for a feasible PIR protocol. However, as pointed
out in [11] and [16], any PIR scheme can be made symmetric,
hence we keep this principle for the purpose of simplifying
the implementation.

The PIR achievable rate matrix A, for the given storage
code C plays a central role in the proposed PIR protocol.
Moreover, the protocol requires 5 = v stripes and ex-
ploits the corresponding PIR interference matrices A x.,, and
B, _)xn- Note that the number of stripes depends on the
number of files f, hence Protocol 1 depends on f as well.
We first outline the steps of the protocol, and then we will
prove that the proposed protocol satisfies the perfect privacy
condition of (3a) and results in the PIR rate of Theorem [I]
below. Without loss of generality, we assume that the user
wants to download the first file, i.e., m = 1. The algorithm is
composed of four steps as described below. In Appendix
we show that the algorithm generates d x §f query matrices
QWY, 1 eN,, with

d:

" [ - w].
V—RK

Step 1. Index Preparation: For all files, the user inter-
leaves the query indices for requesting the rows of C(™)
randomly and independently of each other. This is equiv-
alent to generating the interleaved code array Y (") =

(™)) (™))", ¥im € Ny, with rows
(m) =c ()), 1 € Ng,
where 7(-) : Ng — Ng is a random permutation, which is

privately known to the user only. Therefore, when the user
requests code symbols from each storage node, this procedure
is designed to make the requested row indices to be random
and independent of the requested file index.

Step 2. Download Symbols in the i-th Repetition: The user

downloads the needed symbols in & repetitions. In the ¢-th
repetition, ¢ € N, the user downloads the required symbols
in a total of f rounds. Each repetition comprises f rounds. In
the m-th round, the user downloads symbols that are linear
sums of code symbols from any m files, m € N;. Using the
terminology in [11]], the user downloads two types of symbols
in each round, desired symbols, which are directly related
to the requested file index m = 1, and undesired symbols,
which are not related to the requested file index m = 1, but
are exploited to decode the requested file from the desired
symbols. For the desired symbols, we will distinguish between
round ¢ = 1 and round ¢ € Ny;.
Undesired symbols. The undesired symbols refer to sums of
code symbols which do not contain symbols from the re-
quested file. For every round ¢, £ € N¢_1, the user downloads
the code symbols

[z

m’eM

(m”)
(G=DU(f=1)+U(=1))-v+ar,;,5°

Z y((z 1)U(f D+UE—1)) wta, ;.57
mEM

> i
’ (G=DU(f-1)+U()—1)v+ar;,j’
m’eM

DD

DU(f—1)+U(e >1>-u+a“.j,j} ©)
m’'eM
for all j € N,, and for all possible subsets M C Na.r, where

M| = ¢ and

£
E) A Z l{ff(thl)(V . ﬁ)hfl
h=1

In contrast to undesired symbols, desired symbols are sums of
code symbols which contain symbols of the requested file.
The main idea of the protocol is that the user downloads
desired symbols that are linear sums of requested symbols
and undesired symbols from the previous round.

Desired symbols in the first round. In the first round, the
user downloads « - U(1) = we/~ Dy — g)1-1 = /-1
undesired symbols from each storage node. However, these
symbols cannot be exploited directly. Hence, due to symmetry,
in round ¢ = 1, the user downloads the ~/~! desired symbols

(1) )
{ynf*(m_,—1>+1,w-"7ymf*l(af,,_,—1)+~f*1,j} (19)

from the j-th storage node, ; € N, ie., the user also
downloads x/~! symbols for m = 1 from each storage node.

Desired symbols in higher rounds. In the (¢4 1)-th round,
¢ € Ny_y, in order to exploit the side information, i.e.,
the undesired symbols from the previous round, the user
downloads the symbols

(1)
{ Yo (£-1). vta; j,j

+Zy

m’eMy

(1)
Y- 1)+1) u+(1, g

HU(f-1)+UL—1))-v+b1,j,5°

+ Z y((z 1u<f 1+UC=1))vtba 5,57
m/eMy

(1)
Yo 1>+<u n) D)vta;

+ > y((z 1u(f D+UE—1))vtby s
m/eEM;

(1)
Yo -1)+—r)vtai ;i
(m")
+ Z Y(=DUu(F—1)+u@—1)+1)-v+b1 ;,5°
m’eEM;

W
" De-n+uE© -uE-1)(v—r) 1] vta; g

(m”)
+ Z Y= U(f = 1)+ U —1) vty ;5
m’eMq

(1)
T y(D(Z)—(V—H))-V—‘r(L{,,j,j

(m')
+ Z Y((i=D)U(F—1)+U@) =1)-v+b1 .57
m'EMN(g)

(1)
YD) -1)vtai g



DY

(m")
y((z‘—1)u<f—1)+u<e)—1)-u+buN,N} (1D
m’GMN([)

for all distinct ¢-sized subsets My, ..
j €N N 2 (7,1, and

Lo
D(E)él-@f_l—l—z ( b )Hf_(h+l)(y—m)h.
h=1

-, Mne) € Na.y, where

This indicates that for each combination of files indexed by
M, 1 € Nn(g), the user downloads [U(€) — 1 —U(¢ —1) +
1] (v — k) new desired symbols from each storage node, and
since there are in total N(¢) combinations of files, in each
round D(¢) — 1 — D(£{ — 1) 4+ 1 extra desired symbols are
downloaded from each storage node.

Exploiting the side information. Using the fact that for a
linear code C any linear combination of codewords is also
a codeword, and together with Claim [I} it is not too hard to
see that by fixing an arbitrary coordinate j € N,,, there always
exist some coordinates S C N,, \ {j} (see Claim |I)) such that
for a subset M C Na.¢ with |[M| = £, the so-called aligned
sum

> o
Y(i—nu@—n+ue—1)-v+b .50
m’eM

> ot
T (G=DU(f=D)+U(E)=1)-v+by—r j.j
m’eM

for £ € Ny_; and ¢ € N, can be decoded. Consequently, in
the (¢+ 1)-th round, from each storage node j we can collect
code symbols related to m = 1 from the desired symbols, i.e.,

)

1) a
{yD(ffl)-VJraw g0 ’y(D(Z)fl)-VJraz,.fJ} (12)
is obtained.
Symmetry across storage nodes. In the previous steps,

since the user downloads the same amount of required symbols
for each j € N,, and for every round, symmetry across storage
nodes is ensured.

File symmetry within each storage node. To ensure that
the privacy condition (3a) is fulfilled, we have to make sure
that in each round ¢ € Ny of each repetition, for each
storage node and for every combination of files indexed by
M C Ny with |[M]| = ¢, the user requests the same number
of linear sums n(M) £ 3 yfim)J, where 7, depends
on m. This will be shown to be inherent from the protocol
(see proof of Theorem [I] in Appendix [B). In addition, since
the user always requests the same number of linear sums
for each combination of files, the scheme also implies that
the frequencies of requested code symbols pertaining to each
individual file index m € Ny among all the linear sums are
the same for each storage node.

Step 3. Complete k Repetitions: The user repeats Step 2
until ¢ = x. We will show that by our designed parameters
U(#) and D(¥), the user indeed downloads in total 8 = v/
stripes for the requested file (see again Appendix [B).

Step 4. Shuffling the Order of Queries to Each Node: The
order of the queries to each storage node is uniformly shuffled
to prevent the storage node to be able to identify which file is
requested from the index of the first downloaded symbol.

C. Achievable PIR Rate

The PIR rate, R(C), of Protocol 1 in Section for a
DSS where f files are stored using an arbitrary [n, k] code C
is given in the following theorem.

Theorem 1. Consider a DSS that uses an [n, k| code C to
store f files. If a PIR achievable rate matrix A, (C) exists,
then the PIR rate

_ (v—r)k N
RE) = 2= 1- (%) (13)
is achievable.
Proof: See Appendix [B] [ |

We remark that from Lemma is smaller than or equal
to the finite MDS-PIR capacity in (/) since

R(C)Mﬁ {1+'j+~~+(5)f_1]1

< {1+fb+~-~+(z)‘f1]_l,

NE

(14)

and it becomes the finite MDS-PIR capacity in if there
exists a matrix A, ,, for C with & = £. The inequality in (T4)
follows from Lemma

Corollary 1. If a PIR achievable rate matrix A, ,(C) with
5 = % exists for an [n, k] code C, then the finite MDS-PIR

capacity in is achievable.
This gives rise to the following definition.

Definition 13. A PIR achievable rate matrix A, ,(C) with
&= % Sor an [n, k] code C is called an MDS-PIR capacity-
achieving matrix, and C is referred to as an MDS-PIR
capacity-achieving code.

We remark that there might exist codes that are MDS-PIR
capacity-achieving for which an MDS-PIR capacity-achieving
matrix does not exist.

Note that the largest achievable PIR rate in the noncolluding
case where data is stored using an arbitrary linear code is still
unknown. Interestingly, it is observed from Lemma [2]and (T4)
that the largest possible achievable PIR rate for an arbitrary
linear code with Protocol 1 strongly depends on the smallest
possible value of 2 for which a PIR achievable rate matrix
A, exists. We stress that the existence of an MDS-PIR
capacity-achieving matrix A, , does not necessarily require
(v,k) = (n, k), but & = £

Since the existence of a PIR achievable rate matrix is
connected to the information sets of a code, we review a
widely known result in coding theory.

Proposition 1 ([38, Th. 1.4.15)). Let C be an [n, k, dC

s dyin] code.
Then, every set of n — dﬁin + 1 coordinates of C contains an



information set. Furthermore, n — d<,_

number of coordinates with this property.

Lemma 3. For a given [n,k,dS, ] code C, there always exists

a PIR achievable rate matrix Ay, with

V:k—i—min(lc,dc —1).

+ 1 is the smallest

Proof: See Appendix [C] [ |

A lower bound on the largest possible achievable PIR rate
obtained from Theorem [I] and Lemma 3] is given as follows.

d. ] code C

» Ymin

Corollary 2. Consider a DSS that uses an [n, k
to store f files. Then, the PIR rate
min (kz dc. — 1)

» “min

R(C) =

n » “'min

k e
1_(k+mm@uf _Q)]

is achievable.

We remark that because every set of £ coordinates of an
[n, k] MDS code is an information set, we can construct n
information sets by cyclically shifting an arbitrary information
set n times, hence an MDS-PIR capacity-achieving matrix
Ay, of an MDS code can be easily constructed. In other
words, Protocol 1 with MDS codes is MDS-PIR capacity-
achieving (see Corollary [[) and MDS codes are a class of
MDS-PIR capacity-achieving codes.

Remark 1. Since minimum storage regenerating (MSR) codes
are MDS codes [39|] and can be viewed as scalar linear codes
over a larger extension field, it follows that MSR codes are
also MDS-PIR capacity-achieving codes.

In Section we provide a necessary and a sufficient
condition for an arbitrary linear code to achieve the MDS-PIR
capacity with Protocol 1 and give certain families of MDS-
PIR capacity-achieving codes. For illustration purposes, in the
next subsection, we give an example of an MDS-PIR capacity-
achieving code.

D. A [5,3,2] MDS-PIR Capacity-Achieving Code for f = 2
In this subsection, we compute the PIR achievable rate of a
[5, 3, 2] non-MDS code for a DSS that stores two files, f = 2,
and show that it is MDS-PIR capacity-achieving.
Let C be a non-MDS [5,3,2] binary code with generator
matrix

10 0 1 0
G=|01 0 11 (15)
0 01 01

One can see that the v x n = 5 x 5 matrix

11100
100 11
Ass=|0 1 0 1 1
01110
1 010 1

is a PIR achievable rate matrix. From Aj 5, we obtain the
following sets:

X(Al) = {17273}7)(()‘2) = {17435}7X()‘3) - {23435}3

X(Ag) = {27374}7X()‘5) = {17335}'

All of these sets contain an information set of C (see Defini-
tion [I0). Furthermore, we get the following PIR interference
matrices

1112 2

Ass=1(2 3 4 3 3|,
545 45
322 1 1

3“5(45 3 54)

One can see that Claim [1| holds. For example, S(3|Asx5) =
{2,4,5} contains an information set for C.

In the next step, for each m € Ny and for 5 = vf =52 we
first generate the interleaved code array Y (™) with row vectors

m) = cE:Z)), i € Nj2, by a randomly selected permutation
function 7(+). Suppose that the user wishes to obtain X M. we
list all downloaded sums of code symbols in Table [, which
is similar to [[I1, Table II]. Similar to the PIR protocol in
[L1]], Protocol 1 requires f = 2 rounds in each repetition,
and the scheme needs to be repeated x = 3 times. Note that
since the protocol requests an equal amount of code symbols
associated with X and X @), it is straightforward to see
that the privacy constraint is satisfied.

It should be mentioned that here we strongly make use
of the PIR interference matrices. For example, in round
2 of repetition 1 (see Table E]), since the user knows

C, the code symbols yé~23+3,1’ yé,23+2 5, and yé,23+2’3 can

be obtained by knowing {482 050000050400} and
{yﬁ% +271,yé,23 +274,yé_2()) +275}, from which the corresponding
coded symbols {yélg n Ll,yé,ls) +172,y§‘1g 41,3} can be obtained
by cancelling the side information. Since {1,2,3} is an
information set, the corresponding requested file vector of
length & = 3 can also be decoded. Hence, in summary, it
is sufficient to reliably decode 52 = 25 different length-%
requested file vectors for m = 1. In summary, for f = 2,
the user downloads 3 x 5 undesired symbols based on (9) and
(3+2) x 5 = 25 desired symbols according to (I0) and (TI)

in each repetition. Hence, the PIR achievable rate is equal to

3-25 5 1-32
RO =5 e 5 =5 = o
-(3)

3-(25+15) 8 1
which corresponds to the finite MDS-PIR capacity in with
f =2, 1ie., the [5,3,2] non-MDS code given by (I3) is MDS-
PIR capacity-achieving.

V. AsYMPTOTIC MDS-PIR CAPACITY-ACHIEVING
PROTOCOL FOR THE NONCOLLUDING CASE

In this section, we present Protocol 2, a PIR protocol with
PIR rate independent of the number of files that achieves
the asymptotic MDS-PIR capacity in (@) for the case of
noncolluding nodes. We assume that the DSS uses an [n, k]
code C over GF(q) of rate R and subpacketization a. For
such a code C, the user designs the [-th, [ € N,,, query as

QY =U+VvY, (16)



TABLE I

PROTOCOL 1 WITH A [5, 3, 2] NON-MDS CODE FOR f = 2.

Server 1 Server 2 Server 3 ‘ Server 4 Server 5
(1) (1) (1) (1) (1)
Y3(1-1)+1,1 Y3(1-1)+1,2 Y3(1-1)+1,3 Y3(2—1)+1,4 Ys(2-1)+1,5
(1) 1 (1) 1 (1)
_ Y3(1-1)+2,1 Y3(1-1)+2,2 Y3(1-1)+2,3 Y3(2—1)+2,4 Y32—1)+2,5
= (1) (1) (1) (1) (1)
_ | g Y3(1-1)+3,1 Y3(1-1)+3,2 Y3(1-1)+3.3 Y32—1)+3.4 Y32—1)+3.5
o 2 (2) (2) (2) (2) (2)
g = Y5.041,1 Y5.04+1,2 Y5.041,3 Y5.042,4 Y5.042,5
E (2 (2 (2 (2 (2
k5] Y5.04-2,1 Y5.0+3,2 Y5.044,3 Y5.0+3,4 Y5.043,5
& 2 2 2 2 2
= ( Y5.045,1 ) ) y5-0+4<2 ( Y5.045,3 ) ) y5-0+4<4 ( Y5.045,5 )
i) 2 a 2) i) @ a 2) i) @
z Y3.54+41,1 T Ys5.043,1 | Ys.541,2 T YUs.042,2 | Y3.5+1,3 T Ys5.042,3 | Y3.542,4 T YU5.041,4 | Y3-542,5 T Y5.041,5
] (1) + (2 (1) ¥ (2 (1) + (2 (1) ¥ (2 (1) + (2
S Y4541.1 TY5.044,1 | Ya5+1.2 TY5.045.2 | Y4.5+41.3 TY5.043,3 | Y4.542.4 T Y5.0454 | Y454+2.5 TY5.044,5
(1) (1) (1) (1) (1)
Y3i2-1)+1,1 Y3(3-1)+1,2 Y31-1)+1,3 Y3(3-1)+1,4 Y3(3-1)+1,5
(1) (1) (1) (1) (1)
_ Y32-1)+2,1 Y3(3-1)+2,2 Y31-1)+2,3 Y3(3-1)+2,4 Y3(3—-1)+2,5
- (1) (1) (1) (1) (1)
o || E Y32-1)+3.1 Y3(3-1)+3.2 Y31-1)+3.3 Y3(3-1)+3.4 y3(f(s—)1)+3,5
2 2 2 2 2
.5 = Ys5.141,1 Y5.14+1,2 Y5.141,3 Y5.142,4 Y5.142,5
g (2) (2) (2) (2) (2)
© Y5.142,1 Y5.143,2 Y5.144,3 Y5.143,4 Y5.143,5
53 (2) (2) (2) (2) (2)
i Al i it e e
T 2 T 2 T 2 T 2 T 2
2 y?,§+2’1 + y%+)3,1 y?-§+3,2 + y?+)2,2 y?»§+4,3 + y%ﬁzs y?-§+3,4 + y?+)1,4 y?»§+:3,5 + y?+)1,5
1 2 1 2 1 2 1 2 1 2
= Yisy21 T Ysta Yi5432 T Ysis.2 Yis5y43 T Y533 Yi5434 T Y554 Yis5435 T Ysias
1 ) 1 1 1
Y3(5-1)+1,1 Y3(1—1)+1,2 Y3(5-1)+1,3 Y3(1—1)+1,4 Y3(5-1)+1,5
1) (1) 1) (1) (1)
_ Y3(5-1)+2,1 Y3(4-1)+2,2 Y3(5—-1)+2,3 Y3(4—1)+2,4 Y3(5-1)+2,5
= (1) (1) (1) (1) (1)
= Ys(5-1)+3,1 Y3(4—1)+3.2 Ys(5-1)+3,3 Y3(4—1)+3,4 Ys(5-1)+3,5
= 2 2 ) 2 ) 2
g = Ys.24+1,1 Ys5.2+1,2 Ys.241,3 Y5.242,4 Ys5.242,5
Z (2) (2) (2) (2) (2)
8 Ys.2421 Ys5.243,2 Ys5.244,3 Ys5.243,4 Ys5.243,5
3 2 2 2 2 2
Y5.245,1 Y5.244,2 Y5.245,3 Y5.244,4 Y5.245,5
(1) (2) (1) 2) (1) (2) (1) 2 (1) (2)
z Y3.545,1 T Ys.243,1 | Y3.544,2 T YUs.2422 | Y3.5453 T Ys.a42.3 | Y5444 T YUs.241,4 | Y3.5455 T Ys.241,5
(1) (2) (1) 2 (1) (2) (1) 2 (1) (2)
E Yab5451 T Yso4a1 | Yabya2 T YUsays52 | Yas453 T Ysa43.3 | Yabraa T Ysoqs4 | Yas5455 T Ys.2445

where U = (u; ;) is a d x §f matrix whose elements u; ; are
chosen independently and uniformly at random from GF(q)
and whose purpose is to make Q") appear random and thus
ensure privacy. V) = (vfl])) is a d x Bf deterministic binary
matrix over GF(q), where vl(lj) = 1 means that the j-th symbol
in node [ is accessed by the i-th subquery of Q¥, that allows
recovery of the requested data by the user. Matrix V) is
constructed from a d X n matrix E, as explained below.

Let Zy,...,Z3 be [ information sets for C (which are
implicitly linked to the [ stripes of each file) and define
Fi 2 {i € Ng: 1 € Z;} to be the set of indices of the
information sets 7y, ...,Zg containing the [-th coordinate of
C. Then, E = (é;,) is a binary matrix of size d x n that has
the following structure.

Matrix V) is constructed from E such that if €1 =1,
then the i-th subquery of the [-th query, ql(l), accesses a
code symbol stored in the [-th node. Additionally, E is a
matrix having strictly I'd nonzero entries, ensuring that I'd
code symbols are downloaded by the protocol. We defer the
intuition behind the three conditions above until later in this
section. More precisely, matrix V' () is constructed from E as
follows. For [ € N,,, V") has the form

VO = (0uaxm-1)s | AL | Oux(s-m)s)
where A; is the d x  binary matrix
.
A= (“’;iz) | Wkw | ‘U;én) , A7

with w;, j € Ng, being the j-th S-dimensional unit vector,

C1. Each row, denoted by é;, i € N, has Hamming weight i-¢., a length-3 weight-1 binary vector with a single 1 at the

wy (&) =T. j-th posjtion and wy = 0;x3. Also, given a chosen d x n
C2. Each row é; is an erasure pattern that is correctable by ~matrix E,
C. sV ife =1
C3. Each column, denoted by t;, I € N, has weight ‘i(l) =4 p (18)
w () = |Fil, i.e., the weight of the I-th column of E 0 otherwise,

is the number of times the [-th coordinate of the storage
code C appears in the  information sets 7, ..., Zg.

For later use, we call the vector (wy (t1),...,wn (t,)) the
column weight profile of E.

where sgl) € F; and sz(-l) # sgf) for i # ¢/, i,i € Ny. This
completes the construction of the protocol.

Now, we provide the intuition behind conditions C1, C2,
and C3 above.



« Condition C1 stems from the fact that the user should be
able to recover I' unique code symbols of the requested
file X(™) from the i-th subqueries qgl) that are sent to
the n nodes. Thus, each row of E should have exactly I'
ones.

o For C2, consider an arbitrary row é; of E. The corre-
sponding set of n subqueries {qz(l), .. .,qi(")} trigger a
response from the n nodes of the form

_{Yl+¢l
Tii =
’ Y,

where ¢; represents a code symbol present in the [-th
node, and Y; is some interference symbol generated due
to the product between qgl) and the content of the [-th
node. The vector (Y71, ...,Y,,) represents a codeword of
C (see also Theorem 2| below and its proof in Appendix D]
for further details). In order to recover ¢;, [ € x(€é;), we
need to know Y. This can be seen as a decoding problem
over the binary erasure channel. In other words, the i-th
row of E should be an erasure pattern that is correctable
by C.

« Condition C3 comes from the fact that the protocol should
be able to recover wy (t;) unique code symbols from the
l-th node.

The idea behind the construction of V) from E is that
the retrieval process can be cast as the correction of an
erasure pattern. Thus, we design V() (and subsequently the
responses) so that erasure correction is possible.

We remark that for a code C, E and {Zi}ien, need
not be unique. Furthermore, each set Z;, ¢ € Ng, can
alternatively be represented as a correctable erasure pattern
é = (é1,...,€p,), where &,; = 0, VI € Z;. Also, the
information sets {Z;};en, can alternatively be defined by a
matrix E of size 8 X n as

if é;;,=1,

otherwise,

(&1
E:

€s

The two matrices E and E can be stacked into the matrix

E = () as
5= (2).

To meet condition C3, for each ! € N,,, wy (¢;) = S—wn (wy),
where t; and w; are columns of E and E, respectively. It
follows that meeting all three conditions C1, C2, and C3 is
equivalent to finding a (5 + d) x n -column regular matrix
FE in which each row is a correctable erasure pattern. Hence,
we conclude that the requirements for E are equivalent to
finding a PIR achievable rate matrix

19)

A p+a(C) = 1(grayxn — Esrd)yxn (20)

where (8 and d are chosen according to Sk = I'd.
In the following lemma, we prove that our construction of
the queries ensures that the privacy condition (3a) is satisfied.

Lemma 4. Consider a DSS that uses an [n,k| code with
subpacketization « to store f files, each divided into 3 stripes.
Then, the queries QW, | € N, designed as in satisfy
H(m|QW) = H(m), where | € N,, represents the spy node.

Proof: The queries Q(l), l € N, are a sum of a random
matrix U and a deterministic matrix V(). The resulting
queries have elements that are independently and uniformly
distributed at random from GF(q). Hence, any Q") obtained
by the spy node is statistically independent of m. This ensures
that H(m|QW) = H(m). m

The following theorem shows that Protocol 2 achieves
perfect information-theoretic PIR, and it gives its achievable
PIR rate, R(C). Note that to prove perfect information-theoretic
PIR it remains to be shown that from the responses r; in
sent by the nodes back to the user, one can recover the
requested file, i.e., that the constructed PIR protocol satisfies
the recovery condition in (5b).

Theorem 2. Consider a DSS that uses an [n, k| code with
subpacketization « to store f files, each divided into 3 stripes.
If there exists a I'-row regular matrix E satisfying conditions
Cl, C2, and C3, then H(X™|ry,...,r,) = 0 and the PIR

rate

is achievable.

Proof: See Appendix [D] [ |
Theorem [2] generalizes [12, Th. 1] to any linear code.

Corollary 3. If for an [n, k] code C there exists an (n — k)-
regular matrix E satisfying conditions C1, C2, and C3, then
Protocol 2 achieves the asymptotic MDS-PIR capacity C in

).

Remark 2. From QO), if there exists an (n — k)-regular
matrix E satisfying conditions C1, C2, and C3, a A, , MDS-
PIR capacity-achieving matrix with = = % exists. Thus, if
a code achieves the asymptotic MDS-PIR capacity C., with
Protocol 2, it also achieves the finite MDS-PIR capacity Cy

with Protocol 1.

Note that the parameters I', 3 mentioned in Theorem
and d (which is not explicitly mentioned) have to be carefully
selected such that Sk = I'd and such that a I'-row regular
matrix E (satisfying condition C3) actually exists with a
valid collection of information sets {Z; };cn . In the following
corollary, we provide a valid set of values.

Corollary 4. Let C be an [n,k,dS,,
min(k,dS, — 1), it holds that

» Ymin

| code. For T' =

H(X™|ry,...,7m,) =0, (21)

min

min c
and the PIR rate R(C) = M
Proof: Let d = k and 8 =T. Then, 1) follows directly
from Theorem |2 since we have shown in Lemma 3| that the
required matrix Ay r45(C) exists for C, and the existence of
E(r4k)xn follows from (20). [

- is achievable.



The above corollary provides a lower bound on the value of
T" for any code. In other words, it allows us to design a PIR
protocol with PIR rate greater than or equal to min(k,dS, —
1)/n. We remark that with a better designed E, it may be
possible to achieve a higher PIR rate. For systematic codes
with rate R > 1 /2, a better lower bound on the maximum
achievable PIR rate compared to that of Corollary [] is given

below.

Corollary 5. Let C be an [n, k] systematic code with R¢ >
1/2 and H® = (P | I,,_}). Consider the [n = k, k'] code C'
with parity-check matrix H¢ = P. For T' = dS; —1, it holds
that

H(X™ ey, ) =0, (22)

’

d¢ —1
and the PIR rate R(C) = ==

Proof: As for the proof of Corollary 4] let d = k£ and
B =T. Then, follows directly from Theorem [2] Select k
erasure patterns €}, © € Ny, of length &, such that wy (€)) =
d€. —1 and é;,, is a right cyclic shift of &}, i € Ny_;. The
patterns are all correctable by the code C’. Thus, the erasure

patterns

is achievable.

éZ:(é:aO7 aO)
k

are also correctable by C. Choosing the information sets
Z; = N, ¢ € Np, the required I'-row regular matrix E
satisfying conditions C1, C2, and C3 can then be constructed
from {&;}ien, and {Z;}ien,. [ |

Observe that R¢ > 1 unphes k> dS, — 1. In [29], under
the assumption that &k > dS. —1, a PIR protocol achieving a
PIR rate of (d<, < dS,

min min>

1)/n was given. Note that d<;
and thus R(C) > (d¢, — 1)/n for our construction.

Below we give two examples to elucidate Protocol 2.
Example [ illustrates the PIR protocol when the underlying
code has rate R¢ > 1/2, with parameters d = k and 3 = T.
On the other hand, Example [5 uses an underlying code that
has rate R < 1/2, again with parameters d = k and 3 =T.

min

Example 4. Consider a DSS that uses the [5, 3, 2] scalar (o =
1) binary code C in Section (with generator matrix given
in (13)) to store a single file by dividing it into j3 stripes. Its
parity-check matrix is given by

10

0 1)

To determine the value of the parameter B, we compute the
minimum Hamming distance dC. of the [n' = 3,k' = 1] code
C' with parity-check matrix HC = P. From HC it follows
that dﬁm = 3. Hence, from Corollary l = 2. Let the file to
be stored be denoted by the 2 x 3 matrix X = (x; ;), where

the message symbols z; ; € GF(2°) for ¢ € N. Then,

1,1 T2+ 21
C = ) ) B
Z21

T2+ X23
The user wants to download the file X from the DSS and sends
a query QW, | € N, 1o the l-th storage node. The queries take
the form shown in (16). For | € N5, we construct the matrix

HCZ(P|In_k):<1 1 0

0 1

T11+ T2
To1+ X222

x1,2
Z2,2

x1,3
2.3

V) = A, by choosing an appropriate matrix E. To do this,
we carefully choose the information sets 7, = {1,2,3} and
T, = {1,2,3} (and hence V) = VO = 04x ). This allows
us to generate a column weight profile in E. More specifically,
let t; be the l-th column of E, | € N5. We have wy (t1) =
wy (t2) = wy (t3) = 2 and wy (t4) = wy (t5) = 0. A valid
matrix E is

R 101 00
E=(1 10 0 0
01 100

and we construct Ay according to (17). Focusing on the first

column of E, we can see that the first two rows have a one

in the first position. Thus, we choose ]f ) = sgl), jél) = gl),

and ]§ ) — 0, since é1,1 =1, €21 =1, and é3 1 = 0. We take
sg ), 5(21) € Ny. We arbitrarily choose sgl) =1 and sél) =2
to get
w1 1 0
Al = wo = 0 1
wo 0 0
Similarly, we construct
0 0 0 1
Ay=1|1 0] and A3=1|0 0
0 1 10

The queries QW) are sent to the respective nodes and the
responses
u1,121,1+u1,22,1+21,1 I1+z1,1
T = U2,1T1,1+U2,2T2,1+T2 1 = I4+z2 1,
u3,1T1,1+U3,2%2,1
u1,1T1,2+tuU1,2T2,2 )

o = [ u21Z1,2+u22%22+21,2
u3,1T1,2+U3,22,2+T2 2

Is +Z1 ,2
Is+x2,2

U1,1%1,3+uU1,2T2,3+T2,3 13+$2 3
u2,1T1,3+uU2,2T2,3
u3,121,3+tu3,222,3+%1,3 19+w1 3

r3 =

ro= (B0 () = (150,
4 w31 u3.2 $2,1+$2 2 Tr+1s
_ zl’l z1,2 T1,2+T, 3
s = u2,1 2.2 T2 2+T2, 3
3,1 U3,2 )

where I; = 25:1 Up, iz and i = 3(h—1)+1, with h, ' €
N3, are collected by the user. Notice that each storage node
sends back d = k = 3 symbols. The user obtains the requested
file as follows. Knowing I, the user obtains I and I3 from the
first components of r4 and rs5. This allows the user to obtain
x1,1 and 2 3. In a similar fashion, knowing Ig the user gets
I5 from the second component of rs, then uses this to obtain
14 from the second component of r4. This allows the user to
obtain x2 1 and x1 2. Similarly, knowing I7 allows the user to
get Ig from the third component of r4. Knowing Ig allows the
user to obtain Iy from the third component of rs, which then
allows to recover the symbols w2 o and x1 3. In this way, the
user recovers all symbols of the file and hence recovers X.
Note that R(C) = 23 = £, which is equal to the asymptotic
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Is+1Is |,
Is+Ig



Example 5. Consider a DSS consisting of n = 7 storage
nodes that store a single file X. The DSS uses a [7,3,4] scalar
binary code C. The parity-check matrix of the code is

0111000
c _[1 01 0100
H" = 110 0 0 1 0
111 0 0 0 1
We take 3 =T = n—k = 4. File X is of size § x k and hence
G

consists of Bk symbols in GF(2°). Accordingly, the code array
is

T11 Ti12 T13 Ti2+T13 Tia1+ 213 11+ T2 T+ T2+ 213
To1 T22 T23 T2+ T23 To1+T23 T21+Tao To1+T22+Ta3

T @z w32 233 w32 +x33 T31+T33 X31+T32 31 +T32+w33 |
T41 Ta2 T3 Ta2 +Ta3 T4 +Ta3 Taq +Ta2 Ta1t+Tao+T43

The queries sent to each node, each consisting of d = k = 3
subqueries, take the form in (I6). The aim of each subquery is
to recover I code symbols using the PIR protocol. In order to
do so, we construct the information sets {Z;};cn,. With careful
consideration, we choose T, = {3,4,6}, To = {2,6,7}, I3 =
{1,3,4}, and T, = {1,5,6}. The column weight profile of E
is (2,1,2,2,1,3,1). A valid matrix E is

. 001 1110
E=11 101010
101 00 11
Note that each erasure pattern in E (each row) is correctable
by the code C. As in Example 4| we map the columns of E

and {Z;}ien, to the matrix VO and obtain

000 0 0000

Ar=[00 1 0|,a,=[0 1 0 0],
000 1 0000
1000 1000

As=[0 00 0),Aa,=[0 0 1 0],
001 0 0000
000 1 1000

As=[0 00 0|,Aa6=(0 1 0 0],
000 0 000 1
000 0

A,=[0 0 0 0
0100

As an example, we next show the reconstruction of symbols
from the first pair of subqueries and subresponses. We have

rig =11, 121 =12, 731 = I3+ 713,
ran =l + I3+ 212+ 213, 15,10 =11 + I3+ 241 + 243,
re1 =11+ I+ 211+ 212, 170 =11 + 12+ I3,

where 111 denotes the first subresponse from the l-th node,
I, = ijl up,jxjp and i = 3(h — 1) + k', h,h' € Ns.
Clearly, the subresponses 11, r21, and 71 allow the user
to obtain the three interference symbols 1y, I, and I3. This
is solely because the first row of E (pertaining to the first
subqueries) is an erasure pattern correctable by C. Having
this knowledge, the user obtains the symbols x1 3, T1 2+ 1 3,
T4,1 + 4,3, and x1 1+ 1 2 from the remaining subresponses.
From the obtained code symbols the user can decode 11 3,

21,2, and 11, hence obtaining the message symbols in the
first row of C. The code symbol x4+ x4,3 is used to decode
T4,1, Ta2, and x43 from the code symbols that are further
obtained from the third subresponse. In the same way, the
remaining two subresponses allow the recovery of Sk = 12
message symbols.

The PIR rate is R(C) = 23 = 2, which is equal to the
asymptotic MDS-PIR capacity C in (8).

VI. MDS-PIR CAPACITY-ACHIEVING CODES

For given values of n and k, whether an [n, k] code is
MDS-PIR capacity-achieving or not is of great interest. In
this section, we provide a necessary condition for an arbitrary
linear code to achieve the MDS-PIR capacities C; and C
with Protocols 1 and 2, respectively. Furthermore, we prove
that certain important families of codes, namely cyclic codes,
RM codes, and a class of distance-optimal LRCs are MDS-PIR
capacity-achieving. For Protocol 2, the MDS-PIR capacity-
achieving proofs for these classes of codes assume 8 =n—k
and d = k, which are not necessary the minimum values given
in (). However, in the numerical results section (see Tables
and we show examples for which Protocol 2 also achieves
the MDS-PIR capacity for 8 and d in (6).

As shown in the previous sections, the only requirement for
a code C to achieve the MDS-PIR capacity with Protocol 1
is that there exists an MDS-PIR capacity-achieving matrix
A, (C) (ora (I' = n—k)-regular matrix E of size (8+d) xn).
In other words, the code C should be able to correct 5 + d
erasure patterns of n — k erasures that satisfy the regularity
condition of E.

Let us first consider a fact for any information set of an
[n, k] code.

Proposition 2 ([38, Th. 1.6.2]). If Z is an information set
of an [n, k| code C, then N, \ T is an information set of its
[n,n — k] dual code C*.

Based on Proposition [2] the subsequent result follows.

Corollary 6. The dual of an [n,k] MDS-PIR capacity-
achieving code is an [n,n — k| MDS-PIR capacity-achieving
code.

To check if a linear code achieves the MDS-PIR capacity
with Protocol 1, sometimes it might be easier to verify the
MDS-PIR capacity-achieving condition for its dual code.

Next, we derive a useful result that gives the relation
between an information set and a subcode of dimension s.

Lemma 5. Given an [n, k] code C, for any information set T
and an s-dimensional subcode D C C, we have

|ZNx(D)| > s.

Proof: See Appendix [E] [ |
Now, we are able to provide a necessary condition for a
code to achieve the MDS-PIR capacity with Protocol 1.

Theorem 3. If an MDS-PIR capacity-achieving matrix exists
for an [n, k] code C, then

n
df Z 7.5

A Vs € Ng.

(23)



Proof: By definition there exists a PIR achievable rate
matrix A, (C) with £ = £ This means that there exist
information sets Z;, i € N,, such that in {Z;};cn, each
coordinate j of C, j € N,,, appears exactly x times. Let D
be any subcode of dimension s of the [n,k] code C. This
implies that

ud (a)
s Ix(D) = ST N x(D)] = vs,
=1

where (a) follows from Lemma [5| Based on the definition of
dg, s € Ny, there exists a rank-s subcode D* that achieves
d$. We then have

v n
dg > ES:E& Vs e Ng.

|
Based on the necessary condition, it can be shown that the
code C in Example [2]is not MDS-PIR capacity-achieving with
Protocol 1, since dg =3< % -2, i.e., it is impossible to find
an MDS-PIR capacity-achieving matrix A, , for this code.
We would like to emphasize that it seems that the necessary
condition for MDS-PIR capacity-achieving matrices in Theo-
rem [3is also a sufficient condition. We have performed an ex-
haustive search for codes with parameters k € N,, and n € Ny,
(except for [n,k] = [10,5] and [n,k] = [11,4 < k < 7))
and seen that for codes that satisfy the necessary condition,
there always exists an MDS-PIR capacity-achieving matrix.
Therefore, we conjecture that in Theorem [3|is an if and
only if condition for the existence of an MDS-PIR capacity-
achieving matrix.

Conjecture 1. An MDS-PIR capacity-achieving matrix exists
Sor an [n, k] code C if and only if

d¢ > —s, V¥seN.
In the following, we provide a sufficient condition for an

[n, k] code C to achieve the MDS-PIR capacity with Protocol 1
by using code automorphisms [31, Ch. 8].

Theorem 4. Given an [n, k| code C, if there exist n distinct
automorphisms m1,..., 7, of C such that for every code
coordinate j € Ny, {m1(j),...,m(j)} = Ny, then the code
C is an MDS-PIR capacity-achieving code.

Proof: Since any [n,k] code C contains at least one
information set Z, the automorphisms {; };cn, guarantee that
L2 {mi(j): j €T}, i€N,,
are all information sets of C. By assumption, for a given j € Z,
we have {m1(j),...,7mn(j)} = N,. Since there are in total k
coordinates in Z, every coordinate appears exactly k times in
{Z;}ien,, » and hence an MDS-PIR capacity-achieving matrix
Ay (C) satisfying Definition [13] exists. ]

Using their known code automorphisms and Theorem |4} it

is easy to prove that the families of cyclic codes and RM codes
achieve the MDS-PIR capacity.

A. Cyclic Codes

Corollary 7. Cyclic codes are MDS-PIR capacity-achieving
codes.

Proof: Let ; denote the automorphism of an [n, k] cyclic
code C that cyclically shifts each coordinate to the right
by ¢ positions. Clearly, for every code coordinate j € N,,,
{m1(4),...,m(j)} = N,, and the result follows from Theo-
rem [4 [ |

B. Reed-Muller Codes

Corollary 8. RM codes are MDS-PIR capacity-achieving
codes.

Proof: Consider an arbitrary RM code R(v,m) with
v € {0} UN,, for some m € N. Consider the n distinct
automorphisms g; (i) £ p + o;, where o; is the i-th m-tuple
in GF(2)™*1, i € N,,, n = 2™ (see Section [II-A). For any
p € GF(2)m*1L,
B+ o}

{gl(”)a"'7gn(/"')} = {/~1‘+0'17--~

forms the vector space GF(2)™*!, and the result follows from
Theorem u

We remark here that because of the property of invertible
and affine automorphisms for binary RM codes, it is not too
hard to see that Corollary [§| can be extended to nonbinary
generalized RM codes [40]. The detailed discussion is omitted.
Furthermore, note that in the independent work [32] it was also
shown that RM codes can achieve the asymptotic MDS-PIR
capacity, albeit with a protocol that requires a much larger 3
and d.

Besides cyclic codes and RM codes, there exist other
families of codes satisfying Theorem [4] for instance, the class
of low-density parity-check (LDPC) codes constructed from
array codes [41], [42]]. We further emphasize that the proof of
Theorem 4] indicates that the automorphisms of an [n, k] code
are very important to design an MDS-PIR capacity-achieving
matrix.

C. Local Reconstruction Codes

In this subsection, we prove that a certain family of LRCs
achieves the MDS-PIR capacity by directly showing the exis-
tence of an (n — k)-regular n X n matrix E.

Consider an [n, k] distance-optimal (r, §) information local-
ity code (see Definition [7)) for which the (n' — k) x n’ matrix

P P
M, M,

Py,
My,

) S ) 2 VP (29
is the parity-check matrix of an [n’, k] MDS code over GF(q),
where n/ = n — (L — 1)(6 — 1)F| For such a class of codes,
we give an explicit construction of the matrix E in order to
design the PIR protocol.

SExamples of codes that satisfy are Pyramid codes, the LRCs in [25]],
and codes from the parity-splitting construction of [26].



Recall that L = {—J ne =r+d—1, and let ¥ = n mod nc.
We consider
E

E,, Eir+1

FE =

Eriin Ergipe Eriin+1

having (L + 1)? submatrices E;p, [,h € Npyq. For any
l,h € Np, the submatrices E;; have dimensions n¢ X nc,
E; 1,1 has dimensions n¢ X 7, Er1 5 has dimensions 7 X nc,
and Er1 +1 has dimensions 7 x 7. We denote by e(l)
l € Npy1, the i-th row of (E1]...|E; 141). The coordinates
of egl) represent the coordinates of the code C defined by its
parity-check matrix in (2). Furthermore, each row vector is
subdivided into L + 1 subvectors el(-g, 7 €Np4q, as
egl) ( (0 (l)) (el(_g) e M ).

€1 1 Cin SRICHY RAHY R |

The subvectors ei i, ey egf) are of length n., while eg )L+1

is of length 7. Correspondingly, we can think about E as
partitioned into L 4+ 1 column partitions, where the first L.
partitions correspond to the L. local codes and the remaining
L + 1 — L. partitions correspond to global parities (see also
(@3)). We can write E as

(1) (1) (1) . (1) (1)
€

€11 €1,2 €L €1 1+1
(1) (1) (1) (1) ( )
€n. enc,l enc,Z T nc,L nC L+1
E é _ o e :
e(L) (L) (L) o e (L)
Nec nc 1 nc ne,L nc L+1
(L+1) oL (L) (L+1) (L+1)
€ €11 €1,2 €L 1,L+1
o(E+D) QLAY (L) QLAY (L)
7 r 1 r 2 o r L 7,L+1

We refer to the set of rows e( ) R eif} as the [-th row
partition of F.
For convenience, we divide FE into four submatrices E, W,

Z, and O defined as
(1) . (1) (1)

W "t “Hr
1 1 i i
~ €1 €2 " € €2,L+1
E2 Z & _ ;
o D)) o)
nc 1 Ne,2 nc7L nc L+1
(L+1) (L+1) (L+1) (L+1)
€11 €12 €L 1,L+1
w4 : : : No E , (25)
L+1 L+1 L+1 L+1
e(m ) 67(?,2 ) e(f,L ) ;,L+i

where E is an ncL X n.L matrix, having L? submatrices E,,
l,h e Np.

In the following, we give a systematic construction of F
such that it is (n — k)-regular. The construction involves two
steps.

a) Initialize matrices E, W, Z, and O. Matrix Z is

initialized to the all-zero matrix of dimensions n.L X 7.
Matrices W and O are initialized by setting eEEH) =1,

b)

1€NspjEP = UL+1 Pj:, where P corresponds to the
parity coordinates of C and the sets P;; are defined in
Section [II-B] m (see .) Let m = [”Tkj, mi = m+ 1,
pr = =p = my and pry1 = -0 = pp = m,
where ¢t = (n — k) mod L. Matrix F is initialized with
the structure

™ T2 L

- TL T1 -1

FE = , (26)
71'2 7"3 DRI 71'1

where each matrix entry 7;, [ € N, is a p;-regular square
matrix of dimensions n. X n.. Notice that due to the
structure in (26), E has row and column weight equal
to n — k, and subsequently each row of E has weight
n — k. Note also that the columns of E with coordinates
in P;, j € Nz, have column weight n — k + 7, while the
columns with coordinates in P, have weight 7.

Swapping elements between E and Z. The swapping
of elements is performed iteratively with 7 iterations.
For each iteration, in the ¢-th row partition and j-th
column partition, we consider a set of row coordinates
Ry) of size |P;| from which S;Z) € {0,1} ones from
columns with coordinates in P;, j € Ny, are swapped
with zeroes in the corresponding rows of Z. For conve-

nience, we define s() = (s} @ S(L)) and require that

ZJL 1 E) 1. Note that R§ and s depend on the
iteration number. We describe the procedure for iteration
j' € N;. For the first row partition, select s(*) with
s —1 and s(l) =0, Vz € N \{j}, for some j € N,
such that if j € N_ there exist 6 — 1 rows in the first
row partition and j-th column partition such that their
individual weight is strictly larger than § — 1, and other-
wise if 7 € Np_41.1, all rows in the first row partition
and j-th column partition must have weight larger than
or equal to max(1,m — (§ — 1)). This will ensure that
the resulting erasure patterns after the swap (as described
next) are correctable by C (see Appendix [F-B). Such an
s will also always exist for all 7 iterations as shown in
Appendix Next, for all 7/ € R§-1) and p € P; (where
different p’s are chosen for different "’s, and index j is
such that 35-1) = 1) the one at coordinate (i’,p) of E
is swapped with a zero at coordinate (i’,j’) of Z (this
corresponds to coordinate (i',n.L + j') of E). Then,
for the remaining row partitions ¢ = 2,..., L, consider
s to be the (i — 1)-th right cyclic shift of s(*) and
repeat the swapping procedure for the first row partition.
Due to the specific selection of s(*), the corresponding
erasure patterns for all row partitions after the swaps are
correctable by C (see Appendix [F-B]). Note that we have
performed S i=1 [Pjl =n—k—r swaps from the columns
of E with coordinates in the set UJ 1 P; to the j'-th
column of Z. Thus, each column in UJ:1P has column
weight n — k + 7 — 1 and the (n.L + j')-th column has
column weight n —k —7+7 = n—k. Letting j' = j'+1
and repeating the above procedure 7 times ensures E to
be (n — k)-regular.



This completes the construction of E, which has row and
column weight n — k. In the following theorem, we show
that each row of E (considered as an erasure pattern) can be
corrected by any code from the class of distance-optimal (7, §)
information locality codes whose parity-check matrices are as
in (Z) and are compliant with (24). Thus, this class of codes
is MDS-PIR capacity-achieving.

Theorem 5. An [n, k| distance-optimal (r, ) information lo-
cality code C with parity-check matrix as in and satisfying
(24) is an MDS-PIR capacity-achieving code.

Proof: See Appendix [F| [ |

In the following, we present an example to illustrate the

construction of the matrix E. The existence of such a matrix

ensures that the PIR protocols presented in Sections and

achieve the finite MDS-PIR capacity C; in and the
asymptotic MDS-PIR capacity Co, in (8], respectively.

Example 6. Consider an [n =7,k = 4] Pyramid code C that
is constructed from an [n' = 6,4] Reed-Solomon (RS) code
over GF(23) with parity-check matrices

221 1 0 0 00
H°=|0 00 2 2z 10
221 0 22 22 0 1
and
3 3
MDS __ z 1 z V4 1 O
H o <z4 1 25 25 0 1)°

respectively, where z denotes a primitive element of GF(23).
It is easy to see that C is a distance-optimal (r = 2,6 = 2)
information locality code. We have nc = 3, L = L. = 2, and
72 nmod n. = 1. Since p1 =2 and py =1, we get

1 101 00 0
01 1[0 10 0

- (m o 1 0 1/0 0 1 o

E<7r2 m) roojttol| Z o]
01 0/0 1 1 0
00 1|1 01 0

where 1 is a 2-regular 3 X 3 matrix and o is picked as the
identity matrix. The set of parity coordinates is P = {3,6,7},

and we set ef% = efg = ef’% = 1. As such, we get

W=(0 010 0 1)adO=(1).

This completes Step a) of the construction above. Note that
each row of E has now weight 3. The second step of the
procedure (Step b)) is as follows. Consider the first iteration,
j' = 1. In the first row partition we choose sV = (sgl) =
1,5&1) = 0). Taking R = {2}, we do the swap between
the coordinates (i' = 2,p = 3 € P1) and (V',6 + j'). For
the second row partition we have s'?) = (0,1) which is a
right cyclic shift of ™). Taking R?) = {6}, we do the swap
between the coordinates (i' = 6,p = 6 € P2) and (i',6 + j').
Thus, we have

eé}% =0, eg% =1,

eg?% =0, eg% =1.

Algorithm 1: Optimizing the PIR rate

Input : Distributed storage code C of length n

Output: Optimized matrix E,,; and largest possible I
1 ' < min (k:, df:nin — 1)
2 Eqp <~ 0, Tope < T
3 En—k’ —

ComputeErasurePatternList (C,n — k)

4 whileI' <n -k do
5 Lr < ComputeErasurePatternList (C,I)
6 if Lr # () then
7
8
9

E + ComputeMatrix (Lr,L,_k)
if E # () then
| Eopt < E, Tope < T

10 else

1 | return (Eopt, Dopt)
12 end

13 end

14 Fr«T+1

15 end

16 return (Eqp, Dopt)

Since ¥ = 1, this completes Step b), which results in

11 0(1 0 0(0
01 00 1 0]1
10 1]0 0 1|0
E=]10 01 1 0/0
01 0|0 1 1]0
0 0 1|1 0 0]1
0 0 1/0 0 1]1

The entries in red indicate the swapped values within each
row. It can easily be verified that each row of E is an erasure
pattern that is correctable by code C.

VII. OPTIMIZING THE PIR RATE FOR THE
NONCOLLUDING CASE

For codes for which we are not able to prove that they
achieve the MDS-PIR capacity, in this section we provide an
algorithm to optimize Protocols 1 and 2 in order to achieve the
highest possible PIR rate R(C) for a given code C by taking
the structure of the underlying code into consideration. The
algorithm is given in Algorithm [I] and is based on Theorem [2]
In particular, we need to find a (d+3) x n matrix E in for
which E consists of erasure patterns of weight I' that are all
correctable by C, and for which E corresponds to information
sets of C (the support of each row is the complement of an
information set). In addition, it is required that each column
weight of E is equal to the corresponding column weight of
1 — E (see Section [V). Note that from the resulting matrix
E we can find a PIR achievable rate matrix by taking its
binary complement as in (20) (see Section [V), thus optimizing
Protocols 1 and 2 in Sections [[V] and [V] respectively.

The main issues that need to be addressed are the ef-
ficient enumeration of the set of erasure patterns of a
given weight I' (corresponding to the rows of E) and
also of weight n — k (E, corresponding to information



sets) that can be corrected by C, and the efficient com-
putation of the matrix E. These issues are addressed by
the subprocedures ComputeErasurePatternList(C,-)
and ComputeMatrix(Lr,Ly,—), in Lines [3 [5] and [7] of
Algorithm [[l and discussed below in Sections [VII-A] and
Bl respectively. Here, Lr and L£,,—, correspond to erasure
patterns for E and E, respectively. We remark that the
algorithm will always return a valid E # (), since initially
I' = min(k, d%,, — 1). This follows directly from the fact that
we can construct an arbitrary E with row weights I' such that
its column weights match the corresponding weights in 1 — E.
Each row in E is an erasure pattern that is correctable by C.

Letd =k and g =T. In the particular case of C being a
rate RC > 1/2 systematic MDS code, d¢; = n — k + 1, and
the algorithm will do exactly one iteration of the main loop.
This follows directly from the construction of E: the matrix
E can be constructed by taking the support of an arbitrary
information set of C and cyclically shifting it n times to
construct an n X n PIR achievable rate matrix, after which the
resulting matrix is complemented as to get E. In this case,
the overall PIR scheme reduces to the scheme described in [[12,
Sec. IV] for systematic MDS codes of rate R > 1/2. Clearly,
for general MDS codes (including nonsystematic codes) of rate
RC > 1 /2, the same construction of E works, and the algo-
rithm will perform exactly one iteration of the main loop also
for nonsystematic MDS codes. In the case of C being a rate
RC€ < 1/2 general MDS code, the initial value of T' becomes
k (since T' = min(k,dS, — 1) = min(k,n — k) = k), but the
algorithm will also find a valid matrix E for ' =n —k > k.
Again, the existence of E follows from the same argument of
cyclically shifting an existing information set n times. In the
general case of d # k and § # I, a similar argument to the
one above can be made.

A. ComputeErasurePatternList(C,-)

Computing a list of erasure patterns that are correctable for
a given short code can be done using any maximum likelihood
(ML) decoding algorithm. For small codes, all length-n binary
vectors (or erasure patterns) of weight I' (or n — k) that
are correctable can be found by exhaustive search, while for
longer codes a random search can be performed, in the sense
of picking length-n binary vectors (or erasure patterns) of
weight ' (or n — k) at random, and then verifying whether
they are correctable or not. Alternatively, one can apply a
random permutation 7 to the columns of HC¢, apply the
Gauss-Jordan algorithm to the resulting matrix to transform
it into row echelon form, collect a subset of size I'" of the
column indices of leading-one-columnsﬂ and finally apply the
inverse permutation 7~ to this subset of column indices. The
resulting set corresponds to erased coordinates in C that can
be recovered by the code. Finally, one can check whether all
cyclic shifts of the added erasure pattern are correctable or not
and add the correctable cyclic shifts to L (or £,,_x).

The leading-one-columns are the columns containing a leading one, where
the first nonzero entry in each matrix row of a matrix in row echelon form is
called a leading one.

B. ComputeMatrix(Lr,L,_1)

Given the lists L and £, of erasure patterns of weight I"
and n—k, respectively, that are correctable for C, we construct
a (|Lr|+|Ln—k|) xn matrix, denoted by ¥ = (v); ;), in which
each row i € N | is one of the erasure patterns from Lr and
eachrow i € Nz, 41:/20)+ |2, | IS One of the erasure patterns
from L,,_j. The problem is now to find a d X n submatrix N
of the upper part of ¥ (rows 1 to |Lr|) and a 8 X n submatrix
W of the lower part of ¥ (rows |Lr| + 1 to |Lr| + [Ln_k])
such that the column weight of each of the n columns is the
same for W and the binary complement of ¥, where 3 and d
are chosen such that Sk = I'd.

This can be formulated as an integer program (in the integer
variables 11, ..., M cp|+|c,_,|) i the following way,

Lo |+|Lrn—k]
maximize Z s
i=1
[Lr| [Lr|+|Lyn—k|
s.t. Zmz/}i,j = Z ni(1— i), VjEN,,

i=1 i=|£p|+1

ni € {0,1},Vi€N|£F|H£ 27

n—kl|

|Lr| [Lr|+| Ly k]
Zm‘zd7 and Z n;i = p.
i=1 i=|Cr|+1

A valid (d + 8) x n matrix E is constructed from the rows
of W with 7;-values equal to one in any feasible solution of
7). When |Lp| + |L£,,—k] is large, solving may become
impractical (solving a general integer program is known to
be NP-hard), in which case one can take several random
subsets (of some size) of the lists Lr and L,,_j;, construct
the corresponding matrices W, and try to solve the program
in 27).

VIII. MULTIPLE COLLUDING NODES

In this section, we consider the scenario where 7" > 1 nodes
act as spies and have the ability to collude. In particular, we
propose a protocol for this scenario that improves upon the PIR
protocol in [29]. We refer to the protocol in [29] as the (C,C)-
retrieval protocol (or scheme), since it is based on two linear
codes: an [n, k] code C and an [n, k] code C, where C is the
underlying storage code of the DSS and C defines the queries.
Furthermore, the retrieval process is defined by an [n, k] code
C that is the Hadamard product of C and C, C = CoC(. The
protocol yields privacy against at most 7" = dmm -1 colludlng
nodes under the assumption that the code C with dmln =T+1
exists for the given T (existing in the sense that the Hadamard
product of C and C has rate strictly smaller than 1).

Originally, the protocol was designed to work with GRS
codes, a class of MDS codes, i.e., both codes C and C are
GRS codes. In_this case C has parameters [n,k = T, the
retrieval code C has parameters [n,k = k + T — 1], and the
PIR rate is

n—(k+T—-1)
—

Rgrs =



For non-MDS codes, the protocol achieves a PIR rate

5 dﬁwm —
R(C,C) = o,
which is lower than Rgrs. In general, when the underlying
codes are arbitrary codes, it can be shown that the PIR rate of
the (C,C)-retrieval protocol is upperbounded by

n—=k

Rus £ (28)
In particular, the (C,C)-retrieval protocol in [29] achieves a
PIR rate R(C,C) < Ryg for non-MDS codes. Furthermore, it
was shown in [30] that if C is either a GRS code or an RM
code, then C always exists for any 7" < n — k. In this section,
we look at this protocol from the perspective of arbitrary linear
codes C and propose an improved protocol, referred to as
Protocol 3, that achieves a higher PIR rate Rp3(C ,(f), where
R(C,C) < Rp3(C,C) < Ry < Rgrs. In particular, we show
that the upper bound Ry can be achieved for some non-MDS
codes. Also, for a given 1" we present a code family for C for
which C exists.

A. Protocol 3: The Multiple Colluding Nodes Case

The protocol presented here, referred to as Protocol 3, can
be seen as an extension of Protocol 2 in Section [Vl We
assume that each file X (™ = (a:z(-m)), m € Ny, of size
B x k, is stored using an [n, k| code C over GF(q), where

m) € GF(q") for some ¢ € N. Let C be an [n, k] code over
GF( ). The code C is used to design the query matrix Q),
of dimensions d x (3 f, where ql( ) is the i-th subquery of Q)
(see Section [[II-A| m Furthermore, C characterizes 7, i.e., the
maximum number of colluding nodes the PIR protocol can
handle whilst maintaining information-theoretic privacy. As
for Protocol 2, 3 and d are taken as small as possible according
to (6). The response vector corresponding to the i-th subquery
qgl), denoted by p(* = (ri,.--,mn,)", is a collection of the
n response symbols 7; ; from the n storage nodes and is related
to the codewords of an [n, k] code C = C o C. Furthermore, C
characterizes the PIR rate of the protocol.

1) Query Construction: The protocol requires that the
user constructs queries by choosing Sf codewords c m =
(cf“f)7 e n)) i € Ng and m € Ny, drawn independently
and unlformly at random from the code C. It then constructs
the vector

DDy jen,,

él:(cl R &

where ¢{™) = (EY;), e Eg’r;)). Thus, the vector ¢ is of length
Bf. The vector él(m) is a collection of the entries of the [-th
coordinates of the codewords Egm), @™ that pertain to
the m-th file. We denote by J; C N,,, i € Ny, |J;| =T, the
set of nodes from which the protocol obtains code symbols
pertaining to the m-th file from the ¢-th subresponses.
Similar to Protocol 2 presented in Section [V] for the case
of noncolluding nodes, we need to construct a matrix E and
3 information sets {Z; };en,. The matrix Eisadxn binary

matrix where each row represents an erasure pattern of weight

I" correctable by C = C oC. The column weight profile of E
is determined from {Z;};en, as in Section [V] l Note that J;
is the support of the ¢-th row vector of E. Let m denote the
index of the requested file. Then, the i-th subquery to node [
is constructed as

q =é+6,

s = ) ¥s(m—
1 wo

for [ € N,,, where wy, t € Ngy, is the t-th (5 f)-dimensional
unit vector and wg = 01xgs. The index sg

sV e F={teNs:leT}

(29)
where
if l € J;,

otherwise,

RANS (30)

is defined as
3D

and sgl) # sgf) for ¢ # i, i,i € Ng. The index sgl) denotes
the symbol downloaded from the sgl)-th row of the chunk
pertaining to X (™) of the I-th node in response to the i-th
subquery. Clearly, we see that the symbols downloaded from
all nodes form S information sets as Zle |T:| = Zle |Z:| =
Bk.

Note that in (29), the vector ¢; introduces randomness such
that privacy is ensured, while the vector w is deterministic
and is properly designed such that the requested file can be
recovered by the user.

2) Response Construction: For the i-th subquery, the re-
sponse symbol from the [-th node is constructed as

mi =g, (... (32)

The response symbol in (32) is the dot product between the
subquery vector to the [-th node and its content. The user
obtains a response vector p(*), consisting of response symbols
from n nodes as

C(/ 1) CE ") RO

1
5 1 | dom om o0

=T =2 ”’2./2 + 2|,

am’ ) om") (2)

o
'ann n

(33)

e{me(GF(qZ))": H%:o}

where HC~ is a parity-check matrix of the code é the
symbol ol(z) denotes the symbol obtained from the [-th node
corresponding to the i-th subquery, and

0 _ ) ifle T,
! 0 otherwise,
O]

where ¢/ = s;’. These symbols are obtained by post-

processing (33) as follows,
o)
~ o
H¢p® = HC (34)
o)
"Note that the upload cost of the PIR scheme in [29], [30] grows linearly

with f. However, when the file size is large (i.e., when ¢ is large; q‘Z is the
field size of the message symbols) the upload cost can be ignored.



This completes the construction of the PIR protocol. In
the following, we prove that this protocol satisfies the PIR
conditions (Ba) and (b) in Definition

Lemma 6. Consider a DSS that uses an [n,k| code with
subpacketization « to store f files, each divided into 3 stripes,
and assume the privacy model of Section with a set
T ={ts,....,t};1} C N, 0f(|'(\ < T < d, —1 colluding

nodes. Then, the subqueries q;’, | € N,,, 1 € Ny, designed as
in 29) and @B0) satisfy H(m|Q),...,Q"471)) = H(m).

Proof: The addition of a deterministic vector in (29)
does not change the probability distribution of the vectors
qftl) ...,qgtm). The same can be said about their joint
distribution. Furthermore, in each query matrix QW, [ €
{t1,...,tj71}, the subqueries qgl) are independent of each
other. Thus, the proof follows the same lines as the proof

of [29, Th. 8]. ]

Theorem 6. Consider a DSS that uses an [n,k] code C
with subpacketization « to store f files, each divided into
B stripes. Let C be an [n,k| code such that there exists an
[n,k] code C = C o C of rate R° < 1. If there exists a T-
row regular d x m binary matrix E in which each row is a
correctable erasure pattern for C and satisfying condition C3,
then H(X ™ |pM ... p(D) =0 and the PIR rate

Rp3(C,C)

LR (35)
n

is achievable.

Proof: By assumption there exists a matrix E of size dxn
having row weight I'. Furthermore, again by assumption, each
row of F is an erasure pattern that is correctable by C. From

(@0), (34) results in

o
Hé (z) _ Hé‘ N 012
PV =Hve | |

(Z)
;)
where é; is the i-th row of E and l;, j € N| Tils denotes
the elements of ;. The above linear system of equations
is full rank as HC|, (e, is full rank. This is because &; is
a correctable erasure pattern for C. As such, the I symbols
{ol(l)}le 7, are obtained. From all responses, the user obtains
I'd = Bk code symbols of the code C. Furthermore, from (31)),
these I'd symbols are part of the 3 information sets {Z; }ien,
of C. Thus, H(X(m)\p(l),...,p(d)) =0. ]
Unlike [29]], where the authors consider sets 7; with a fixed
structure, we generalize the sets to match arbitrary codes C, C,
and C. In particular, the sets in [29] were constructed targeting
MDS codes, in which case the PIR rate of the (C,C)-retrieval
protocol is upperbounded by Ryg in (28)), as mentioned earlier.
However, the use of these sets for arbitrary codes C and C does
not allow to obtain the requested file X (™). Thus, Theorem E]
can be seen as a generalization of [29, Th. 7], where the PIR
rate for non-MDS codes was shown to be R(C,C) = (dc

min
1)/n < Ryg. Our proposed protocol can achieve higher rates

20

as illustrated in the following corollary. In particular, we will
show that the upper bound Ryg is achievable for some classes
of non-MDS codes.

Corollary 9. If for an [n, k] code C and an |n, k] code C
there exists an [n,k] code C = C o C of rate R® < 1 and an
(n— k:) -row regular d x n binary matrix E in which each row
is a correctable erasure pattern by C and satisfying condition
C3, then Protocol 3 achieves the upper bound Ryg.

As for Protocol 2, the parameters I', 3, and d mentioned
in Theorem [6] have to be carefully selected such gk = I'd
and such that a I'-row regular matrix E (satisfying condition
C3) actually exists with a valid collection of information sets
{Ii}ieNB for C.

B. Example

Lemma 6] proves that the proposed protocol provides privacy
upto T = dﬁ; — 1 colluding nodes. This is illustrated in the
example below.

Consider a DSS with n = 12 nodes that stores a single file
XM of size 1 x4. X () is encoded using the [12, 4, 6] binary
code C with parity-check matrix

01 1 01

H¢ =

—_ O ==
— = O~k O
SO O OOO
[=Nel o NoNoNel

— = O =
I T = T e N = e e
OO O OO OO
OO OO OO —O
OO O OO OO
OO OO O OO
_ o0 oo o oo
_ 000 oo oo

0 0

o

0 0

Let C = C, and the code C = C o C has parity-check matrix

H5_111100111100
{1 10111010011/

Note that the dual code C+ has minimum Hammlng distance
drcnm 3, thus Protocol 3 protects against 7" = dﬁm 1=2
colluding nodes. Choosing I' = d$, — 1 = 1, one can use
the PIR protocol as presented in [29]] to get a PIR rate of
R(C,C) = -. However, we can set I' = 2 and use Protocol 3
to achieve a higher PIR rate. Note that the value of I" cannot

be greater than 2 as the number of redundant symbols in C is
2. We choose

1 0 01

0 00 O)

- 0 00 O0O0O

E= <O 110 0 0
and 7; = {2,3,9,12}. Thus, 3 = 1 and d = 2. Note that
each row of E is an erasure pattern that is correctable by the
[12,10,2] code C, and that Z; is an information set of C. In
order to form all the queries (each uery cons1sts of d =2

0 0
0 0

subquerles) we need to choose 51 s 51 , and 5(3). From
(31), we have
5(19) = 1,3512) = 1,5&2) =1, and 553) =1.

Now, consider the first subqueries. The query vectors qf’) and
q§12) are
a” = étwi=é+1,

(12) =Ci2 + w1 = ¢12 +1,



and qgl) = ¢, V1 € N12\{9, 12}. The corresponding response

vector is

0
57(:/771/)01(,771’)
11 é(ng’)c(";’) 0
(1) _ 2 S,
D ID N N R
i’=1m'=1 N , 0
AT 0
- RO
e{xe(GF(¢"))12: HCz=0} 1,12
Finally, the user computes
0
¢ (1) ¢ 0 Cglg
H p =H C(llg - c(l’) '
0 1,12
0
1
Cg 22

In a similar manner, from p(®) the user obtains cg % and cgl)

Clearly, the indices of the symbols downloaded by the user
form the information set Z;, from which we can obtain the
requested file X 1), The PIR rate of the scheme is Rp3(C,C) =
% = 6, i.e., double of the PIR rate of the protocol in [29].
Furthermore, it achieves the upper bound in (33).

A limiting factor for Protocol 3 is that the upper bound
on the PIR rate Ryg in (33) depends on the dimension of C.
Furthermore, in order to achieve the PIR property with large
T, one requires C to be of large dimension such that C* has
large minimum Hamming distance. Therefore, for arbitrary C
and C the chances that C = C o C has rate R¢ = 1 (the code
does not even correct a single erasure) are quite high for large
values of T', since the Hadamard product is highly nonlinear.
In other words, the probability that Ryg = 0 is high. Below,
we present code constructions for which Ryg > 0.

C. Codes for Protocol 3

As seen in the preceding subsections, the codes C and C
must be chosen such that the code C = C oC has rate R¢ < 1
for the PIR protocol to work. In this subsection, we provide
a family of codes C and C that satisfy R¢ < 1 for a given 7.

In particular, we show that a special class of UUV codes
can be used for the codes C and C to obtain a valid C. Let
U be an [nq, k1] code and V an [nq, 1] repetition code, both
over GF(2). We construct the [n = 2ny,k = k1 + 1] code
C = (U |U+ V) with generator matrix

GY GY
G = :
<01><n1 11><7L1)

Theorem 7. Let U be an [ny,k;| binary code where n; >
k1 + 2 and V an [ny,1] binary repetition code. Then, the
[n = 2ny,k = ki + 1] codes C and C constructed using
ensure that the vector space C=CoC of length n is a linear
code of dimension strictly less than n, i.e., RC < 1.

Proof: See Appendix [ |

(36)
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Theorem [7] proves that for an arbitrary linear code U, the
UUV code ensures that k < n and thus C is a valid code. The
fact that any code U/ can be used in the protocol makes the
UUYV construction attractive. Also, the UUV construction may
produce dni,-optimal binary linear codes. For instance, the
codes C and C in Section |[VIII-B|are dpi,-optimal binary linear
codes that can be constructed through the UUV construction.
One drawback of the UUV construction, however, is that the
constructed codes are in general low rate codes.

In [30], the authors showed that choosing C and C to be
RM codes with carefully selected parameters ensures that c
is also an RM code of dimension k < n. Howeyver, the PIR
rate is very low [30, Th. 15]. In the following subsection, we
show that RM codes can indeed achieve a higher PIR rate of
Rp3(C,C) = (n — k‘)/n = RUB'

D. Codes Achieving the Maximum PIR Rate of Protocol 3

In order to consider the codes achieving the maximum
possible PIR rate for Protocol 3, we give a definition similar
to Definition [I0] in Section [[V]

Definition 14. Let C be an [n, k] code and C an [n, k] code.
Denote by C = C o C the k-dimensional code generated by
the Hadamard product of C and C. A (k +n — k) x n binary
matrix Ak?k 4n_f I8 called a PIR maximum rate matrix for
Protocol 3 if the following conditions are satisfied.
1) Ak’k+n71~c is a k-column regular matrix, and
2) there are exactly k rows {A;}ien, and n — k rows
{AiJrk}ieNn_,; of Ay jop_j such that Vi € Ny, X(A;)
is an information set for C and Vi € N, & x(Nigx) is
an information set for C.

Similar to the case of noncolluding nodes in Section [V} it
is not difficult to show that the existence of a k x n matrix E
for the code C = C o C and an (n — k) x n matrix E for the
code C is equivalent to the existence of Ak,k ek

The following corollary follows immediately from a similar
reasoning as for Theorem [3]

Corollary 10. If a PIR maximum rate matrix A
for Protocol 3, then

kktn exists

n—k
k

s, Vs e Nj.

d

\%

s, Vs &N,

w ey, w0
v

d

Proof: Using an argumentation similar to the proof of
Theorem [3] the existence of a PIR maximum rate matrix for
Protocol 3 implies that there exist k information sets {Zi}ien,
of C and n — k information sets {Z; }. ren, ; of C such that

each coordinate j of C appears exactly k times in {Z‘}ieNk U

{Zi'}ien, .. €N,. Hence, we obtain
k ~ n—Fk

k|x(D)| = Z’L Nx(D)|+ Z’L" Nx(D
i=1 i'=1

>0

n—k
>3 |7 nx(D)| = (n -
=1

k)s;



where D is an [n, s| subcode of C, s € N, and D is an [, 5]
subcode of é, s € N;. [ |

It can be seen from the proof above that we can only have
|Z N x(D)| > 0 for an information set Z of C and a subcode
D C C (or |ZN x(D)| > 0 for an information set Z of C and
a subcode D - é). Hence, unlike in Conjecture |1} we do not
conjecture this necessary condition to be sufficient.

Similar to Theorem [] for the noncolluding case, we provide
a sufficient condition for codes to achieve the maximum
possible PIR rate of Protocol 3 by using code automorphisms
of C and C.

Theorem 8. Let C be an [n, k] code, C an [n, k] code, and
C = CoC. If there exist k information sets Th,.... I of C,
an information set T of C, and n — k distinct automorphisms
of C such that for every code coordinate j; € I, i € Ny,

ZiU{mi (i), - om, 1 G0} = {1,2,...,n},

then the codes C and C achieve the maximum possible PIR
rate of Protocol 3, i.e., Ryg.

Proof: Since there exist n — k distinct automorphisms of
C such that Z; = {m;(j;): j; € T}, j € N, _, are information
sets of C, and for every code coordinate j; € Z, i € Ny,

j-i U {771(,].1')7-- 77rn—l~c(jl)} = {1,2,...,7’7,},

each code coordinate h € N, appears exactly k£ times in
{Zi}ien, U{Z; }jen, ., which shows the existence of a PIR
maximum rate matrix A kek-tn—k for Protocol 3. [ |

We now show that RM codes achieve the maximum PIR
rate of Protocol 3.

Corollary 11. Let C be an [n,k] RM code R(v,m), C an
[n,k] RM code R(v,m), and k = k + k, where n = 2™,
k= Z;):o (:"), and k = Z;):o (T) Then, a PIR maximum
rate matrix Ak’kJrnifC exists for Protocol 3, and its PIR rate
is

Re3(C.C) = d

= Rus.

Proof: 1t can be easily shown that C =CoCis an RM
code R (0, m) with ¥ = v 4 v. Consider two_information sets
7 and Z of C and C, respectively. (Lemma (1| gives one way
to construct these two information sets.) We construct the k+

n — k information sets

L2 {oc+up:0el}, icNg,

Ijé{,u—F&jIHEI}, jENn_E,
for C and C, respectively, where {p;}icn, and {oi}jen, ;
are the numbered binary m-tuples in Z and GF(2)™*! \ Z,
respectively.
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Without loss of generality, the i-th information set Z, 1€
Ny, can be written as

ii:{ﬂi+017---7lii+0';}}7

where o € j’, j € N;. Furthermore, consider the i-th
elements across all sets 7;, j € N _;. They have the form
pi+&;, where p; € Z. Since ; € GF(2)™*"\Z and o; € Z,
the set

y i + 6-717]2}

with cardinality n = 2™ is equal to GF(2)™*1, i.e., the set
containing the elements of the i-th information set Z; and the
i-th elements p; + & in all sets Z; is equal to the set of
all binary n = 2™ tuples. Therefore, we are able to find &
information sets {ji}ieNk of C, an information set Z of C,
and n — k distinct automorphisms 7; () = p + &; of C,
Jj € N, _j, satisfying Theorem (8} This completes the proof. ®

We remark again that Corollary [I1] can be extended to
nonbinary generalized RM codes. Finally, note that in the
independent work [32] it was also shown that RM codes
can achieve the maximum possible PIR rate of the (C,C)-
retrieval protocol, i.e., Ryg, for transitive codes. However, it
is important to highlight that our Protocol 3 requires a much
smaller 8 (number of stripes) and a significant smaller d
(number of subqueries). Indeed, the protocol in [32]] requires
very large 8 and d (in the order of 10000 for the example
provided), and thus our protocol is more practical.

{pi+ou,...,pi+opU{p +0oi,...

E. Optimizing the PIR rate

For those codes for which we do not have a proof that
Ryg is achieved, we now provide an algorithm to optimize
the PIR rate Rp3(C,C) for a given storage code C and query
code C such that it comes closer to the upper bound Ryg.
The algorithm is identical to Algorithm [I] for the case of
noncolluding nodes with some key differences which we
highlight below.

o In Line [T} T is initialized to 1. ~
o The while loop in Line @4 runs up to n — k.
e The first  argument to  the subprocedure

ComputeErasurePatternList(,I) is changed
from C to C o C in Line [

With these minor modifications, Algorithm E] can be used
to optimize the PIR rate in the case of 7' colluding nodes.
Numerical results are presented below in Section Note
that T is initialized to 1 as opposed to min(k,dS;, — 1) in
the case of noncolluding nodes. This is because E and E of
E are based on different codes. This also guarantees that the
algorithm always returns E,p; # () (assuming d. > 2), since
in this case all weight-1 erasure patterns are correctable by C,
and a valid matrix E can be trivially constructed.

IX. NUMERICAL RESULTS

In this section, we present maximized PIR rates for the
PIR protocols described in Sections and Unless
specified otherwise, these protocols are optimized using Al-
gorithm [I] with minimum possible values for the parameters



TABLE II
OPTIMIZED VALUES FOR THE PIR RATE FOR DIFFERENT CODES HAVING
CODE RATES STRICTLY LARGER THAN 1/2 FOR THE CASE OF
NONCOLLUDING NODES.

Code ds-nin ds-n/in Rnon—opt Ropt Coo
Ci1 : [5, 3] (Example [4) 2 3 0.4 0.4 0.4
Ca : [11,6] 4 4 0.2727 0.4545  0.4545
Cs : [12, 8] Pyramid 4 4 0.25 0.3333  0.3333
Cy4 : [18,12] Pyramid 5 5 0.2222 0.3333  0.3333
Cs : [16,10] LRC 5 5 0.25 0.3750  0.3750
Ce : [154,121] LRC 4 6 0.0325 0.2013  0.2143
Cr : [187,121] LRC 7 16 0.0802 0.3262  0.3529
TABLE III

OPTIMIZED VALUES FOR THE PIR RATE FOR DIFFERENT CODES HAVING
CODE RATES AT MOST 1/2 FOR THE CASE OF NONCOLLUDING NODES.

Code dﬁin Rnon—opt Ropt Coo
Cs : [7,3] (Example 4 0.4286 0.5714  0.5714
Co : [9,4] LRC ([27, Ex. 1]) 5 0.4444 0.5555  0.5555
Cio : [12,6] LRC ([27} Ex. 2]) 6 0.4167 0.5 0.5

B and d as given in (6). In contrast to Sections [V]] to
where different classes of codes were proved to be MDS-PIR
capacity-achieving, we consider here other codes (with two
exceptions as detailed below) and their highest possible PIR
rates. The results are tabulated in Tables [l and [LLI| for the case
of noncolluding nodes, and in Table [[V|for the colluding case.
Results in Table [II| are for code rates strictly larger than 1/2,
while codes of rate at most 1/2 are tabulated in Table

In Tables [[T] and Coo (see (B)) is the asymptotic MDS-
PIR capacity and R, is the optimized PIR rate computed
from Algorithm [I| In Table Rnon—opt = (S, — 1)/n,
while in Table [T, Ruon—opt = (dS;, — 1)/n. In Table
Cle.oo = (n— (k+T —1))/n is a lower bound (taken from
[29]) on the asymptotic MDS-PIR capacity in the case of at
most 7' colluding nodes, while Ropt is the optimized PIR rate
computed from Algorithm |1 and Rpon—opt = (dﬁﬁn - 1)/n.

The code C; in Table [ is from Example Cy is an
[11, 6] binary linear code with optimum minimum Hamming
distance, while codes C3 and C, are Pyramid codes, taken
from [23]], of locality 4 and 6, respectively, C5 is an LRC
of locality 5 borrowed from [24]. In [43], a construction
of optimal (in terms of minimum Hamming distance) binary
LRCs with multiple repair groups was given. In particular, in
[43} Constr. 3], a construction based on array LDPC codes was
provided. The minimum Hamming distance of array LDPC
codes is known for certain sets of parameters (see, e.g.,
[44] and references therein). Codes Cg and C; in Table
are optimal LRCs based on array LDPC codes constructed
using [43, Constr. 3] and having information locality 11. The
protocols for these two underlying codes have § = T and
d=k.

Code Cg in Table is the dual code of the [7,4,3]
Hamming code and is taken from Example [5] while the codes
Cy and Cqg are dmin-optimal LRCs over GF(13) of all-symbol
locality 2 and 3, respectively, taken from [27] (see Examples 1
and 2, respectively, in [27]]). These two codes are also tabulated
in Table The corresponding C codes are RS codes and
their parameters are given in Table [[V| (an RS code of length
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n and dimension k is denoted by RS[n, k]). Code C1; (from
Table is taken from Section while code Cy2 (also
from Table is taken from [27]] (see Example 5 in [27]).
Note that Ci2 is an LRC of length 12 over GF(13) with
two disjoint recovering sets of sizes 2 and 3, respectively,
for every symbol of the code (all-symbol locality). Code Cy3
(from Table[[V) is a [26,9, 8] binary UUV code that is close to
an optimal binary linear code (the best known code for these
parameters has a minimum Hamming distance of 9), while the
code Cy4 is a UUV code where U is a [16, 5, 8] RM code (the
code R(1,4)). Note that C;4 becomes the RM code R(1,5).
Due to the high computational complexity of Algorithm [I] for
C14, we are unable to compute the maximum rate of Protocol 3
for the minimum values of 8 and d. Instead, we take 5§ =T
and d = k and use Corollary |11| to obtain the maximum rate
of the protocol.

It is observed in Tables M and that in the case of
noncolluding nodes, the optimized PIR rate Rqp is equal to the
asymptotic capacity C,, for all tabulated codes except Cg and
Cr. Note that the codes Cq, Co, and C5—C1o do not fall within
the code families that we proved are MDS-PIR capacity-
achieving (see Section [VI). Thus, the results in Tables
and show that, interestingly, other codes can achieve the
asymptotic MDS-PIR capacity as well. On the other hand,
Cs and C, satisfy the conditions of Theorem [5] Thus, they
are MDS-PIR capacity-achieving with 5 = T" and d = k.
The results in the table show that they also achieve C.,
for 8 and d as in (6). Also, note that by the nature of the
optimization procedure (see Remark [2), MDS-PIR capacity-
achieving matrices A, , with = = % of all tabulated codes
except Cg and C; are found. This implies that they are also
MDS-PIR capacity-achieving codes for any finite number
of files and must satisfy the necessary condition based on
generalized Hamming weights in Theorem [3| Due to the high
computational complexity of Algorithm [I} it is difficult to
maximize the PIR rates of C4 and C;. Therefore, it is an open
problem whether or not they are MDS-PIR capacity-achieving
codes. For the colluding case (see Table the lower bound
CiB, on the asymptotic MDS-PIR capacity is not achieved,
even after optimization. To the best of our knowledge, GRS
codes are the only known class of codes where this bound is
actually achieved [29]]. On the other hand, the upper bound
Ryg (from (B3)) is attained in all cases.

X. CONCLUSION

We presented three different PIR protocols, namely Proto-
col 1, Protocol 2, and Protocol 3, for DSSs where data is
stored using an arbitrary linear code. We first considered the
case where no nodes in the DSS collude. Under this scenario,
Protocols 1 and 2 achieve the PIR property. We proved that, for
certain non-MDS codes, Protocol 1 achieves the finite MDS-
PIR capacity (and also the asymptotic MDS-PIR capacity)
and Protocol 2, which is a much simpler protocol compared
to Protocol 1, achieves the asymptotic MDS-PIR capacity.
Thus, the MDS property is not necessary in order to achieve
the MDS-PIR capacity (both finite and asymptotic). We also
provided a necessary and a sufficient condition for codes
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TABLE IV
OPTIMIZED VALUES FOR THE PIR RATE FOR DIFFERENT CODES FOR THE COLLUDING CASE WITHT = 2 AND T = 3.

Code C é é dgin T Rnonfopt Ropt RUB CLB,oo
Co : [9,4] LRC ([27, Ex. 1]) RSI9, 2] RSI9, 6] 5 2 0.3333 0.3333  0.3333  0.4444
Cio : [12,6] LRC ([27, Ex. 2]) RS[12,2] RS[12,8] 6 2 0.3333 0.3333 03333 0.4167
Ci1 : [12,4] (Section |VIII-B C [12,10,2] 6 2 0.0833 0.1667  0.1667  0.5833
Ci2:[12,4] LRC (27 Ex. 5)) RS[12,2] [12,7,5] 6 2 03333 04167 04167 05833
Ci3:[26,9] (U |UTF V) c [26,22,1] 8 3 0 0.1538 0.1538  0.5769
Cia:[32,6] U | U+ V) c [32,16,8] 16 3 02188 0.5 0.5 0.75

to be MDS-PIR capacity-achieving with Protocols 1 and 2.
The necessary condition is based on generalized Hamming
weights while the sufficient condition is obtained from code
automorphisms of the linear storage code. We proved that
cyclic codes, RM codes, and a class of distance-optimal
information locality codes are MDS-PIR capacity-achieving
codes. For other codes, we provided an optimization algorithm
that optimizes Protocols 1 and 2 in order to maximize their
PIR rates. We also considered the scenario where a subset of
nodes in the DSS collude. For such a scenario, we proposed
Protocol 3, which is an improvement of the PIR protocol by
Freij-Hollanti et al.. The improvement allows the protocol to
achieve higher PIR rates, and the PIR rates for non-MDS codes
are no longer limited by the minimum Hamming distance of
the retrieval code. Subsequently, we presented an optimization
algorithm to optimize the PIR rate of the protocol, and a
family of codes based on the classical ({ | U + V) con-
struction that can be used with this protocol. Furthermore,
as for the noncolluding case, we provided a necessary and a
sufficient condition to achieve the maximum possible PIR rate
of Protocol 3. Moreover, we proved that RM codes satisfy the
sufficient condition and can achieve much higher PIR rates
than previously reported by Freij-Hollanti et al.. Finally, we
presented some numerical results on the PIR rates for several
linear codes, including distance-optimal all-symbol locality
LRCs constructed by Tamo and Barg.

APPENDIX A
PROOF OF LEMMAT]

We need to ensure that given a k X n generator matrix G
of R(v,m) with k = 7 (") and n = 2™, the k x k
matrix G|z that comprises the columns of the generator matrix
indexed by the coordinates of 7 is invertible. We are going to
elaborate on this by considering all the monomials 2{" - - - z#m,
w; € GF(2), in a so-called graded lexicographic order, where
each vector u (1. )" € GF(2)™*! defines a
column of the generator matrix G according to (I). Formally
speaking, denote z|'* - - z/m by zH. We say zH < zM' either
if wn (@) < wy (') or if wy (p) = wy (') and the topmost
nonzero entry of g — g’ (subtraction is over the reals) is
positive. For instance, in graded lexicographical ordering we
have z1 < 29 < 23 < 2129 < 2123 < Zo23 < Zz12923 for
m=3.

Now we are ready for the proof. It is noted that a basis
of R(v,m) can be viewed as B = {1,2,22,23,...} =
{z#": wy (i) < v}. Let us list the monomials in B in graded
lexicographical order, and let the ¢-th monomial f;(z) of the
ordered list represent the ¢-th row of G, ¢ € Nj. According

to the generator matrix construction of R(v,m), it is known
that the (¢, ) entry of G is equal to the value of the /-th
monomial fy(z) at z = p [31, Ch. 13]. Furthermore, given a
column coordinate p € Z, for ¢ € N, we have

1 it = fa),
Jelu) = {0 if z# < fo(2).

Thus, the (z*, ) entry can be seen as a pivot of G|z and
G|z is obviously invertible.

APPENDIX B
PROOF OF THEOREMI]

The proof is completed by showing that the following
statements are true.

File symmetry within each storage node. For all repeti-
tions, we investigate file symmetry for every possible com-
bination of files in each round within each storage node. In
the first round (¢ = 1) of all s repetitions, it follows from (9)
that, for each m’ € Ny, 7, the downloaded number of undesired
symbols yg?/) is equal to sU(1) = x/~1, while for the desired
symbols, from (I0), it follows that the user requests k1
code symbols yg ;- In the (£+1)-th round of all « repetitions,
£ € Ny_,, arbitrarily choose a combination of files indexed
by M C Na.y, where |[M| = {. It follows from that the
total number of requested desired symbols for files pertaining

to {1} UM is equal to

(v—r)[(U(0) = 1) = U —1)+1]
= (v —r)TTED (y — g)TL = (I () — g)E

On the other hand, for the undesired symbols, it follows from
(@) that in the (¢ + 1)-th round the user requests

r[(UE+1)—1) —U() +1]
= k! TEFD () — k) = (D () — )

linear sums for a combination of files indexed by M C No.y,
M| = ¢+ 1. Thus, in rounds N;_;, an equal number of
linear sums for all combinations of files indexed by M C
Ny are downloaded. By construction, these are linear sums of
unique code symbols pertaining to f files. Thus, symmetry in
all f — 1 rounds is ensured. In the f-th round, only desired
symbols are downloaded. Since each desired symbol is a linear
combination of code symbols from all f files, an equal number
of linear sums is again downloaded for the combination of files
indexed by Ny. Therefore, symmetry within each node and in
each round is ensured.



The 3 x k file X can be reliably decoded. In the first
round (¢ = 1) of all k repetitions, Vs € N,s-1, the user
has downloaded the matrix

1) 1)
ynf—l(um—l)—&-s,l ynf—l(a|,,z—1)+s,n

&)

1
yrcffl(rzm_,]—l)+s,1 yﬁ,ffl(u,h_n—l)-&-s,n

of code symbols. Given an a € N,, recalling Definitions
and it follows that for each s € N,,-1, the coordi-
nate set S(k/~1(a — 1)+ s|nf*1(AK,X” — Lixn) + 8Luxn)
contains an information set. Hence, the (xf~'(a — 1) +
1)-th, ..., (k' 71 (a—1)+k/~1)-th stripes are recovered. Since
a;; € N,, we know until now that the user has obtained
the 1-st,2-nd, ..., (k/~'(v — 1) + K/ ~1)-th stripes. Note that
k!~ (v — 1) + k/~1 = D(0)v. Moreover, owing to (12), in
the (¢ = ¢ + 1)-th round of all x repetitions with £ € Ny_q,
Vs € Np(—1):(D(r)—1) the matrices

(1) (1)
Ysvtar,1 0 Ysvdarnm

y'g-lv)+(l,\-‘l,1 e y:(g-IIZ—&-u,h_mn

of code symbols are downloaded. Similarly, fix an s €
Np(e—1):D()—1)- Then, Va € N,, the coordinate set S(su +
alsvl.xn, + A.xn) must contain an information set, and
the user can recover the (sv + 1)-th,..., (sv 4 v)-th stripes.
Observe that in the last (¢ = (f — 1) 4+ 1)-th round, the row
index of the last recovered stripe is equal to (D(f—1)—1)v+v.
Hence, the total number of stripes the user has recovered is

(D(f-1)-1)v+v

-1
B lz (ff)“f_(“”(v—n)f—l Vv

£=0
:(yffl—l)y—i-uzl/f.

This indicates that the user has recovered all v/ stripes for
X, and X@ is in fact reliably reconstructed.

The PIR achievable rate is expressed as (I13). According
to (@), since there are (f ;1) combinations of files other than
the first file with index m = 1, the user has downloaded

/{(le) [u() —1-u(—1)+1]
- ,<;<f ) 1) =) () _ )1

_ (f 2 1) W — )t

undesired symbols from each storage node in the ¢-th round,
¢ € Ny_q, of each repetition. Moreover, from and (TT),
the user has downloaded x7~! desired symbols from each
storage node in round ¢ = 1 of each repetition, and

D(/)—1-D(l—1)+1= (f ; 1>mf—<f+1>(u — k)"
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extra desired symbols from each storage node in the (£41)-th
round, ¢ € Ny_;, of each repetition. In summary, the total
download cost for Protocol 1 using A, ,(C) is equal to

nd = total number of undesired symbols
+ total number of desired symbols

f-1
= fm; (f ; 1) o (7

F-1
+kn Z <f 2 1> KD () — k)t

(=0
f-1
_ mly i . > (f z 1)Hf—(€+1)(y — )t
=1
+]§ (f - 1) ﬁf—(“‘l)(y _ /{)Z]
N
K

= /ﬂ?’/l|: e Iifl)+l/f1:|
v—K

KN
= [/wf_l —rf + vl — m/f_l}
V—K

RN
SN )
VvV —K

Therefore, the PIR achievable rate R(C) is given by

S
G
APPENDIX C

PROOF OF LEMMA 3]

By setting = k and using Definition [IT} we will prove the
existence of Ay, with v = k+min(k, dS;, —1). In fact, given
an [n, k,d<, | code C, observe that for an interference matrix
Apxr, derived from a valid Ay, ., S(a|Agxy) must contain an
information set V a € N,. We first choose I' = min(k, d$;,—1)
information sets of C. Note that since every code contains at
least one information set, one can always arbitrarily choose I"
information sets even if some of them are repeatedly chosen.
Let us denote the selected information sets by Z;, ¢« € N, and

start to construct the corresponding matrix Agy, with

aij =k+i, if j € Z;, i € Np. (37)

In this way, kT entries of Ay, are constructed. Next, denote
the remaining nonconstructed entries in each column of Ay,
by

2 ) : i
.Aj = {ai§1)7j,...,aiij(.)‘),j}7 JeN,,
where s(j) < k is the total number of nonconstructed entries
in each column. Hence, there are in total kn — kI' = k(n—T")
nonconstructed entries as follows,

{aigl),l’ ..

If we consecutively assign 1,...,k to the entries of Ay,
in (38) and repeat this process n — I' times, the remaining
k(n —T) entries of Ay, will certainly be constructed. Note

..’a/i(ln)’n,...,a/i(n) n} (38)

s(n)?

.y (1) .
) Y
zs(l),l



that since we consecutively assign values of N, and the largest
number of empty entries of each column of Ay, is k, it is
impossible to have repeated values of Ny in each column of
the constructed Ajyx,. From and (38), it can be seen
that each a € Ny occurs in n — I' columns of Ajy,,. From
Proposition |1} we can then say that the set S(a|Akxyn) of
cardinality n —I" > n— (d<;, — 1) contains an information set.
For the remaining a € Ngy 1.5+, (37) ensures that S(a| Agxn)
contains an information set. Thus, this procedure will result
in a valid PIR interference matrix Agy,. The proof is then
completed, since we can construct a PIR achievable rate matrix
Ag oy from Agy,.

APPENDIX D
PROOF OF THEOREM [2]

Consider the i-th subresponse of each response r;. Out of
the n subresponses generated from the n storage nodes, there
are I' subresponses originating from a subset of nodes J C
N,,, |J| =T, of the form

mi=Y i+, YieJ, seNs. (39)

Y, is referred to as code interference symbol. Considering
G°¢ = (gir1), for I € N,, each code symbol and code
interference symbol have the form

(Vn)

Z giraa"), (40)
k
Yi=> ginidi—1yhti (41)
=1

where x(m/)

S 2776_(7” g1 i 'L”x'f”—)(’rn 1), is an interference
symbol. To obtain F code symbols from (39 . the user requires
the knowledge of the code interference symbols Y;. This is
obtained from the remaining n — I" subresponses of the nodes
in 7 2N, \ J, which are

is an information symbol of C, and [(;_1)x44 =

YieJ.

From and (@I) we can observe that the interference
symbols Y; have the same form as the code symbols of
C. Since there are I' unknowns, solving resembles ML
decoding of the code C. is a full rank system in the
unknowns I(;_1)gi1,---, Ly (from the third requirement C3
of E in Section [V) in GF(¢). Hence, knowing the interfer-
ence symbols allows the recovery of I' unique (from the first
requirement C1 for E in Section code symbols from the
i-th subquery as the user has the knowledge of Y}, [ € J. In
a similar way, from all subqueries, the user obtains dI" = Sk
unique code symbols pertaining to file X ™). These Sk code
symbols are part of J information sets (from the second
requirement C2 of E in Section and @])). Furthermore,
since each information set is implicitly linked to a unique
stripe of the requested file and s € Ng (see (39)) is selected
(without repetition) from F; (see (I8)), k& code symbols from
each stripe are obtained, and the user can recover the whole file
X (™) from which it follows that H(X(m)|r1, e ,rn) =0.

T =Y, (42)
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APPENDIX E
PROOF OF LEMMA [3]

We prove the inequality by using the well known Sylvester’s
rank inequalityﬁ If U is an s X k matrix and G is a matrix
of size k x n, then

rank (UG) > rank (U) + rank (G) — k.

Let C be an [n, k] code with generator matrix G. Given an
arbitrary information set Z, G|z is by definition invertible (see
Definition E]) We next choose an arbitrary subcode D C C of
dimension s that can be generated by UG for some s x k
matrix U of rank s.

Applying Sylvester’s rank inequality, we have
rank (U(G|z)) > s+ k—k =s.

Because each basis vector of the space U (G|z) must at least
contain one nonzero component, this leads to

IZ N x(D)| = [x(DPlz)| = [x(U

where x(D) is the support of D (see Definition [2).

(Gl))| = s,

APPENDIX F
PROOF OF THEOREM

The proof is a two-step procedure. First, we prove that all
rows in E after Step a) are correctable by C. Secondly, we
prove that the swaps in certain rows in Step b) ensure that
the resulting rows are correctable erasure patterns. We start
by proving two key lemmas (Lemmas [7] and [§] below), which
will form the basis of the overall proof of the theorem.

Lemma 7. Let C be an [n, k| distance-optimal (r,¢) infor-
mation locality code consisting of L. local codes and with
parity-check matrix as in [@2). Additionally, it adheres to the
condition in 24). Then, C can simultaneously correct —1+v;
erasures, v; > 0, in each local code C|s, provzded that the
number of global parities available is at least vi + - - - + vr,_.

Proof: We begin by defining HC¢|% 7 as the submatrix of
HFC restricted in columns by the set 7 and in rows by the set
Z. For j € Ny, consider the j-th local code. Let £; denote
the set of coordinates that are erased in the j-th local code,
where |€;| =6 — 1+ v;. Let

Rij={(-1(G—-1)+1,...,

be a set of rows of HC of cardinality |R;| = |£;|, where
Aj C Np (5-1)+1:(n—k)> |Aj] = v}, is a set of rows of H®
(which correspond to parity-check equations of the available
global parities). In order to prove the lemma one needs to
prove that

(0 —1)j}UA;

Lc

vank (HE| 5 ) = 06— 1+ 1),

Jj=1

(43)

8The proof of this inequality is available in the literature on linear algebra,
so here we omit the proof.



For each j € Nz_ and j' # j, assume that there exists a
set Ajr C Nz (5-1)41:(n—k) such that A; N Aj = (. Then, it
follows that R; N Rj» = 0, and since £; N E;r = 0,

Lc
0; 5 ) :Zrank(Hclgj).

J=1
Thus, to show [@3) it is sufficient to show that

rank (

rank(HC|7;jj) =0—1+vy; (44)

for all j € Np_.

To show this, consider now the [n’, k] MDS code C' whose
parity-check matrix is given by H MDS in @24). Let S} C Ny
denote a set of coordinates of C’ of cardinality ‘S’ | = k: +6—
1+ v;. More specifically,

S ={1,... . k}U{k+1,....k+6—1}UB;,

where Bj = {a—Lc(6—1)+(0—1)+k: a € Aj} C Nopppr.
In other words, the set SJ’- consists of k systematic coordinates
and § — 1 + v; parity coordinates of C’. The punctured code
ci = C s; is defined by a parity-check matrix H i of
dimensions (6 —1+4v;) x (k+J —1+v;) that is a submatrix
of HMPS, Since the punctured code of an MDS code is
also an MDS code [45], C; has minimum Hamming distance
dmjm = d+v; = 0+|A;|. Note that for some column index set
J CNpys—14v;s = |&;|, one can build HC|Z_j = HS%| ;.
From the MDS property, it follows that

rank(Hﬂ?jj) = rank(Hcﬂj) =0—1+v;.

Finally, if the total number of global parities is at least
L.
Z] 1 Vj, we can assign to the set A;, j € N, a set of v;
rows of H¢ corresponding to global parity-checks such that
the sets A; are all disjoint, hence (@4) holds for all j € N,
and (@3) follows, which completes the proof. |

Lemma 8. Consider an erasure pattern e of length n of the
form

e=(e1,...,en) =(€1,...,er,€r41),

where the subvectors e, . . ., ey are all of lengthne = r+5—1
and er 41 is of length T = n mod nc. Let x(e;), j € Npyq,
be the support of e; and t = (n — k) mod L. If |x(e1)| =

= Ix(en)] = m1, Ix(erst)] = -+ = |x(er)| = m, and
Ix(er+1)| = 0, where m = L"Tka and my = m+ 1, then e
is correctable by C.

Proof: The erasure pattern e is divided into L + 1 parti-
tions represented by e; = (€ (j—1)4+1,- - €ncj)s J € Nr, and
er+1 = (en.r+1,.-.,€n), Where e;, j € N, corresponds to
the coordinates of the j-th local code, and ey _i1,...,er4+1
correspond to the coordinates of the global parities of C.

The set x(e;), j € Np41, is the set of coordinates erased
from the j-th partition, and we construct the erasure patterns

e;, € Ny, such that lx(ej)| =5—1+ v; with
v =
’ m—(6—1) if j € Neyrp,
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where t = (n — k)mod L, and let x(ery1) = 0. In
other words, we construct the erasure patterns such that the
erasures are distributed as equally as possible across the first
L partitions.

From Definition [7] it follows that n — k > (6§ — 1)L, +
(L —L)(r+3d—1) > L(6 — 1) (where the last inequality
follows from L > L.), hence 6 — 1 is an integer satisfying
the inequality L(6 — 1) < n — k, and subsequently § — 1 <
%"'. The integer m is the largest integer such that m < "—Zk
Therefore, 6 — 1 < m. To show that e is correctable it is
enough to show that the erasures in the L. local codes can be
corrected, since in this case we have a nonerased information
set for C, which allows to correct the remaining erasures in e.

From Lemma (7} to correct § — 1 4 v; erasures in the j-
th local code for all j € Nz, the number of global parities
available, ot + 7, must be

Vot +7r Z

L
Z”J:

Lo(6—1) ift< L,

if t > L,

(45
where 7ot is the number of global parities available in the
(Lc+1)-th, ..., L-th partitions and 7 = n—ncL is the number
of global parities in the (L + 1)-th partition. By counting the
number of global parities not erased in L — L partitions, we
get

mch — Lc(6 — 1)

{mlt +m(Le—1t) —

(ne —m)(L — L) if t < Le,
e (ne —ma)(t — Lc) + (ne —m)(L —t) if t > L.
(46)

By substituting (@6) into @3)), we get (after performing some
simple arithmetic) the condition

n—k—mL>t,

which is valid for both cases of ¢t (¢t < L. and ¢t > L.). By
definition of ¢ and m, the above inequality is met with equality,
and it follows that e is a correctable erasure pattern. [ ]

A. Proof of Step a)

Let E, W, Z, and O be submatrices of E as shown in (23).
We begin the proof by proving that each of the n.L rows of
the matrix (E | Z ) is a correctable erasure pattern, where
E is defined in (26). This is proved by induction on the row
partitions of (E | Z).

Base Case. Consider the first row partition of (E | Z), given
by

(1 m L Onoxr) -

For each row vector e( ) , © € N,,, in this row partition, where
the subscript ¢ 1nd1cates the row index and the superscript
the row partition, consider the subvectors 6511) yor 512 From
Step a) in Section [VI-C} for all i € Nn , the j- th subvectors

(1 have support of cardinality | X( )| =my forall j € Ny,
where t = (n—k)modL, |x(e; ( )| =m for j € Ney1.p,

and |x(e; L+1)| = 0. Thus, the Vectors e(1 in the first row



partition of (]_3) | Z ) have the same structure as the erasure
pattern e from Lemma 8]and are therefore erasure patterns that
are correctable by C. Note that the number of global parities
available in the (Lc+1)-th, . . ., L-th subvectors of vector e,
%(33, is 'yt(olt) = Ytot, hence ’Yt(ot) +7 = Yot +7 > E <, v; and
from the proof of Lemmathe error pattern e(l)

Inductive Step. Assume that the vectors eg ), 1 € Ny, in the

I-th row partition of (E|Z) are correctable by C and that each
local code C|5j can correct 6 — 1 + u](.l) erasures, j € Np,_.

The row vectors are taken from the matrix

is correctable.

(7‘('01—1(1) Tyl-1(2) Tol-1(L) Oncxf) )

where 0 £ (L (L —1)---1) denotes a cycle whose mapping
is L (L— 1) — -+ = 1+ L. The (L + 1)-th subvectors
satisfy [x(e; L+1)\ = 0. From Lemma [7, the underlying
characteristic of the vectors el(-l) is that they are correctable
erasure atterns if the number of global parities not erased in
. Le (D)
1 ), 'ytot + 7, is larger than or equal to >/, v
In the (I + 1)-th row partition of (E |Z), the nc rows have the
form

(ﬂ'gl(l) 71'(,1(2) ﬂ'al(L) Oncxf) .

Due to the cyclic shifts, for 7 € Ny, all the j-th subvectors
of the vectors e( D in row partition [ + 1, [ € Ny _;, have
support size |x(e; +1))| = |x(e El; Y )| Thus, there exist two

indices j',j" € NL, 4" # 5", such that

el = (el = [xel)l - [x(el0)l,
el V)l = (el Vi e N\ 5")-
)

One can see that there are at most 4 (depending on ¢t and L)
choices for the pair (5, ;") as follows.

Case 1. j',j” € N : From @7), it follows that V]( ) _

0= e 0 g 00T
s

J J
1+1 Lo (1 l
we have Z] 1 J( +1) =51 v = ’Yt(oi): T 7 = Yot

it follows that %(l+1)

(l+1)
j=1Yj

Case 2. j',j” € Np_i1.1: From @

vt(f,i and 25;1 VJ(»H_I) = Z]L 1 V(l Therefore, Z
I+1)

Yoo ) T

Case 3. j' € N,
(1+1) (l) (l+ )
I/j - ] - tot

) V(H'l)
J#3",J€NL, 77

Lc
Sou =
J

"€ Np 1.0 From @), it follows that

— Yot- Moreover, it can be seen that

= D jeN, ( ). Hence, we have

(4+1) | (41)
Yo v

Jj=1 J#3’,3€NL,
41 +1 l l
S g g
J#3".3€NL,
l I+1 l l
= Z V](‘ ) + (’Yt(ot ) ’yt(o’Z) + V(’)
j?éj,;.jeNLc

(141 l
7tot ) - ’Yt(oz)

Z MO
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(+1) O

o«
%(03 + 7 4 (Yeot tot)
I+1) |
= Yor )+ T,
where (b) holds since Z ) %(3 + 7.

Cased. j' €Ny 10,7 € N L : Following an argumentation
similar to Case 3, we have Zj 1 ](ZH) t(étﬂ) +7
In each of the above cases we see that the condition ot +7 >
Zf;l I s satisfied (with equality). From the proof of
Lemma 8] the n. rows in the (I+1)-th row partition of (E|Z)
are correctable by C, which completes the inductive step.
The rows of (W | O) as shown in Step a) in Section
have support corresponding to only the parity symbols of C.
Thus, these rows are all correctable by C, and it follows from
the above arguments that each row of E is an erasure pattern
that is correctable by C.

B. Proof of Step b)

We now address the second part of the proof. Note that
the columns with coordinates in P;, 7 € Nz, have column
weight n — k + 7 after Step a). Step b) involves the swapping
of one entries from these coordinates with zero entries in the
column coordinates of Z. The swapping is done to ensure that
the column weight of the columns indexed by P;, j € Ny, is
reduced to n—k, while those of the columns of Z are increased
ton —k — 7. Since O is an all-one matrix, the columns of FE
with indices in Py have also weight n — k. It is possible to
show that such a swapping always exists. Overall, the resulting
matrix E is (n— k)-column regular. To ensure that the erasure
patterns are correctable, we use Lemma [/| For each row,

LC

Z Vi < Yot T YL+1,
j=1

(48)

where yr41 is number of nonerased parity coordinates in
column partition L + 1, must hold. Clearly, if for a certain
row of (E | Z) a one from a column from a column partition
in Ny_1., (corresponding to E) is swapped with a zero in a
column from partition L + 1 (corresponding to Z), then the
resulting erasure pattern is still correctable by C as ([@8) is still
valid. On the other hand, for j € N, if for a certain row of
(E | Z) a one from the j-th column partition is swapped with
a zero in the (L+1)-th column partition, then such a row is still
a correctable erasure pattern provided that ; > 0 before the
swap. This is easy to see as the swapping procedure reduces
vj and yr41 by one. Thus, (@8) is still satisfied. From the
aforementioned arguments and the fact that each row of any
row partition of (E | Z) has at most 7 swaps of ones occurring
from the set of Ny column partitions and zeroes from the
(L + 1)-th partition, it follows that the swaps according to
Step b) are valid over all 7 iterations (valid in the sense that
the resulting erasure patterns are correctable by C) if

Zw > m

Jj=Lc+1
This is a counting argument, where according to Step b) for
each row we restrict swapping v; coordinates in the j-th

—(0-1) > (49)



column partition, j € Ny, and m — (§ — 1) coordinates in
the column partitions Ny,_4.;, to make sure (following the
arguments above) that the resulting erasure pattern after the
swap is correctable by C. Using that v; = p; — (6 — 1) and
t = n—k—mAL, it can be shown that the left hand side of @])
can be lowerbounded by n—k—L(d—1) when ¢ < L. Setting
n=7+L(r+d—1)and k = Lcr, it follows that reduces
to L > L.. By definition, this is always true. When t > L,
the left hand side of isequalton—k—L(6—1)+ L. —t,
and it can be shown that this is always larger than or equal
to 7, since t < L (details omitted for brevity). It follows that
for all 7 iterations and for all row partitions in the systematic
procedure in Step b) there exists a valid swap such that the
resulting erasure patterns are still correctable by C.

APPENDIX G
PROOF OF THEOREM

To prove the theorem we need the following lemma.

Lemma 9. Let C be an [n = 2ny,k = ki + 1] binary code
constructed from an [nq, k1] code U through the (U | U + V)
construction, where V is an [n, 1] binary repetition code. The
generator matrix G¢ of C is given in (36). Let C = C and
G = GC. Then, the code C = C o C is a vector space of
dimension

dim(C) < {

Proof: From Definition |4] we know that & € C has the
form é = (¢1é1,...,¢nCp), Where ¢ = (c1,...,¢,) € C and
¢ = (¢1,...,¢,) € C. Considering G¢ = (95 ;) and G¢ =
(gt6 ;)» the vector space Cis spanned by the row space of

ki +ng+1 ifnl—/ﬁﬁ(kgl)a

50
2k + (kzl) + 1 otherwise. (50)

95195 95295 9% 95,

¢ | 92191 92292 92.n9n

G" = . : . ) (5D
9%197 95295 95 95

where the vector gf, j € N,, denotes the j-th column

vector of GC. The matrix G is a matrix consisting of k2
row vectors (corresponding to codewords of C) of length
n. We divide G¢ into k submatrices GS, where G§ =
(95195195295 - 195 ,95). i € Ny, (see (5T)). From (36) and
since G€ :_GC, we have gi; = gi,;, = 0, j € Ny,
and gg)j = gg)j =1, j € Ny, 11.. Therefore, (5I) can be
expanded to

c c c c
91,1 91 ILni+1 I1n
e c e c
92,1 92.n, 92,141 92.n
c . c . c . c .
911 : o imy I ny+1 : Y :
c e c c
Iy 1 ke ma ka1 +1 k1 .n
0 0 1 1
c c c c
91,1 I1,n I1na+1 9in
c c c c
92,1 92,4 92,ny+1 92.n
- . R C . ¢ . c .
GC _ |92 : © 9o, : 92, +1 : 9o :
- é é é é
iy iy iny Iy na+1 Jkyn
0 1
e c c c
911 91n,y 91 ny+1 9n
c c c c
921 92.ny 92,n1+1 92.n
ol : 0 : 1 : L
c c c c
Gy 1 Iy oy Iky ni+1 Iky
0 0 1 1

(52)
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Furthermore, let GY = (g*;) be the generator matrix of U.
From (36), we have g7, = g;; = g;'; for i € Ny, and
J € Np,. For 4,5 € Ny, we denote the i-th row of the j-
th submatrix G? as w,l(]). For i € Ni_q, the i-th row of the

i-th submatrix G¢ is given as

w]! = (95195159720 20+ 95 Fin)- (53)
Since g7, = gi; € GF(2), G3) reduces to wq@ =
(97:0,1» Gfor- s g,ﬁn). Furthermore, from (36) we see that g5 ;=

95 ni+j = 9i'j» J € Nuy, @ € Ny, . Therefore, these k1 = k—1
rows form the k; basis vectors of the code space (U,U) and
can be arranged in a matrix as

(GY G"). (54)

The k-th row of Gic~ can be written as
ni

(’L) — 0 0 0 c C
Wy, _(v v B ing 415 9ing 425 - - -

(O] u u
= (0707 cee 70791',1792',27' c

c

) gi,n)
u

’ gi,n1)7

where (c) results from the structure of G¢ in (36). Stacking
together the k-th row of all k; submatrices Gf, 1 € Ny,
results in the ki row vectors

(55)

(Ok’l Xny GZ/{) .

Ina similar way, the rows wgk), 1 € Ni, of the k-th submatrix
G¢ result in the matrix

GZ/{

11><n1> ’

Okl X1

01><7‘Ll
Of the remaining (k — 1)(k — 2) rows in (52), since C = C,
there exist (kzl) distinct rows as follows,

(56)

c Cc c Cc c Cc
91,1921 91,292,2 91,n92,n
C C C C C C
91,1931 91,2932 91.n93.n
c Cc c c c c
91,19k, 1 91,29k, 2 91,09k ,n
c C c c c Cc
e— 921931 92,2932 92 n93,n
c c c c c C
92,19k, 1 92,29k, 2 92,09k, ,n

c Cc c c c c
Ik1-1,19k1,1 k1 —1,29k, 2 Ik1-1,n9k1,n

Furthermore, from the construction of G in (36), we have

(gic,h R 7gic,n1) = (gfmﬁ_l, R agic,n) = _(g;fla - '1g;fn1)7
1 € Nj, and because C = C, we have (gf)l,...,gf,m) =
(95 nyt15 -+ »95n)- Therefore,

© = (00 )ns Oy )n ) - (57)



. . . . k1
where B(kl)x ,, is a binary matrix of size (%}) x nq. From

2

n
GA)-@7), G can be written as
GY GY
Okl Xni Gu
Okl XMniy GZ/{

0(k21)><n1 0(k21)><n1
01><’ﬂl

G° =

11)(711

Using Gaussian elimination, G can be reduced to

GZ/{ Okl Xni
U
Oklxnl G

GC - Oklxnl Okl XNy
9(k21)><"1 O(k:zl)xnl
01><n1 11><n1

Let GY = (Ij,| Py, x(ny—ky))> Where Pp y(n,—k,) is the
parity matrix of size ki X (n; —k1). We now count the

number of independent rows in the matrix

GY \ (I Prxni-m
g(kél)an O(kzl)an
Upon performing Gaussian elimination, we get
Ikl Pkl X (n1—k1)
O(SI)Xkl A(kzl)x(nl—’ﬁ)

k1

where A1), (,,, _y,) is @ matrix of dimensions (%) % (n1 —

k1) with elements in GF(2). Hence, we have rank (A) <
min((%), (n1 — k1)). From this and (38), we can easily see

2
that
k= rank(Gé)
=ki +k +rank (A)+1
kitmi+1 ifng —k < (%),

2k, + (]“21) +1 otherwise.

Lemma |§| gives an upper bound on the dimension of C.In
order to prove dim(C) < n, we check when the upper bound
in (30) is at most n — 1. For the first case in (50), we need to

show

l::gk1+n1+1§2n171

Clearly, this is true since ny > k; + 2 by assumption. For the

second case in (30) we have to show
~ k
k§2k1+<21>+1§2n1—1.

Since ny > (’“21) + k1, the above inequality reduces to

()2

Clearly, this is true for k; € N3.o. In the following, we argue

for k1 € Ny. Since ny > k1 + 2 by assumption, we have

2n1—122(k51+2)—1:2k1—|—3>2k1+<k21>+1,

for k1 € Ny. Therefore, dim(é) <n forng >k +2.
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